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OVERVIEW

Your access point can functionthree different modes.
The default mode for your access poinARB mode
AP modeis aregularaccess poinfor use in your wireless network.

AP ©ntroller mode acts as the designated masterani AP array(group of
linked access points)

Managed AP modacts asa oslave AP within theAP array (controlled by the
't J2YUNRBETEtSNI aYFAaUSNEULOLOD

In AP Controllermode the user interface will switch dimax Pro NMS

Operation Mode

Operation Mode AP Mode r

AP Mode
AP Controller Mode
| Managed AP mode | Apply || Cancel

This user manuas split into two partsAP node (blue) andEdimaxProNMS

(grey).



|. Product Information

I-1. Package Contents

1. CAP1R0Access Point
2. Ceiling Mount Bracket
3. T-Rail Mounting Kit &

Screws

I-2. System Requirements

© N o 0 b

CD

Quick Installation Guide
Ethernet Cable

Power Adapter

Celing Mount Screw Template

- Existing cable/DSL modem & router
- Computer with web browser for access point configuration



I-3. Hardware Overview

Ethernet Port

PowerPort



|-4. LED Status

LED Color | LEDStatus Description
Blue On The access pdins on.
Long Flasimg | Upgrading firmware.
Short Flasing | Resetting to factory defaults.
Amber On Starting up.
Flashng Error.
Off Off The access point is off.




I-5. Reset

If you experience problems with your access point, you can reset thealev
back to its factory settings. This resatbsettings back to default.

1. Press and hold the reset button on the access point for at least 10
seconds.

4 You may need to use arpor similar sharp object to push the
& reset button.

2. Wait for theaccesgoint to restart. Theaccess poinis ready for setup
when the LED islue.



I-6. Safety Information

In order to ensure the safe operation of the device and its users, please read
and act in accordance with the following safety instructions.

1. The access points designed for indoor use onlgo notplace tre access
point outdoors,

2. Do notplacethe access poinin or near hothumid placessuch as &itchen
or bathroom.

3. Do notpull any connected cable with forcearefullydisconnect it fronthe
access point

4. Handle theaccess pointvith care.Accidental damage will voitie
warranty of theaccess point

5. The device contains small parts which amaager to small children under
3 years oldPlease keep thaccess poinbut of reach otchildren.

6. Do not placethe access poinon paper, cloth, or other flammable materials.
Theaccess poinimaybecome hot during use.

7. Thereare no userserviceable paginside theaccess pointif you
experience problems with thaccess pointpleasecontact your dealer of
purchase and ask for help.

8. The access poinis an electrical device and as such, if it becomes wet for
any reason, do not attempt to touch it withoutviiching the power supply
off. Contact an experienced electrical techniciam further help.

9. If you smell burning or see smoke coming frthra access poinbr power
adapter,then disconnect theaccess poinand power adapteimmediately
as far as it is safely possible to do sall @our dealer of purchase for help.



|l. Hardware hstallation

. When using the access point in AP mode it is recommended to
ah configure some basic settings as shownllih Quick Setupefore
hardware installation.

Il-1. Connecting the access point to a router or PoE switch

1.if you need to, remove the cdpom the underside of the access point. This
creates extra space for your cables to pass through.

2. 2yySOG + NBdzi SNJ 2 NJ t A8Npértading &K  § 2
Ethernet cable

Router PoE Switch

3. If you are using a router, then conne
the power adapter to tle access
LR2AYyGdQa mMuH+x 5/ LIk
adapter into a power supply.

“ Do not use the power adapter if
~ you are using a PoE switch.

PoE Switch



11-2. Mounting the access point to a ceiling

To mount the access point to a ceiling, please follow the instructel®y
and refer to diagranf & B.

For Wooden Ceilings (refer to diagram A):

1. Place the ceiling mount bracket to a ceiling in your desired location and
insert screwii through holei (x 2)and tighten to fix the bracket in place.

2. When the ceiling braeX is in place, inset screw into holev (x 2) on the
access point.

3. Fix the access point to the ceiling bracket by inserting the attached screws
Iv into holevi and twisting the access point.

4. Lock the access point firmly into place when by twistinig align screws
iv with the grooves in the ceiling mount.

For Other Ceilings (refer to diagram B):

1. Place the ceiling mount bracket to a ceiling in your desired location and
Insert screwi through holei (x 2) and tighten to fix the bracket in plaees,
shown inA.

2. Insert screwiii through holei and into the rear of screw ii and tighten to
provide additional strength.

3. When the ceiling bracket is in place, insert scremto holev (x 2) on the
access point.

5. Fix the access point to the ceilibgacket by inserting the attached screws
Iv into holevi and twisting the access point.

6. Lock the access point firmly into place by twisting it to align screwsh
the grooves in the ceiling mount.
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11-3. T-Rail Mount
To mount the access pt to a FRail, please follow the instructions below
and refer to diagrantC, D& E

1. select the correct sizeRail bracket from the two sizes which are
included in the package contents.

2. Attach the TRail bracket to holeii using screwii (x 2) aslsown inC
If you need more space between the access point and tiail,
7 then additionally use brackeiv between bracket and holeii (x 2)

and use the longer screws (x 2) included in the package contents.

3. Clip the access point onto yowRail usgng the now attached -Rail
bracket.

11
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AP Mode

I1l.  Quick Setup

Your access point can be up and running in just a few minutes. This quick
installation guide will help to set up your access paints default AP mode

and configure its basic settingBor usea Managed AP within an AP array no
settings are necessary. Configurations can be made from your Controller AP
(refer toEdimax Pro NMB

l1I-1. Initial Setup
1. Connect the access point to a computer via Ethernet cable.

2. Connect the power adaptertothe @S 33 L2 AYydQa MHz 5,
power adapter into a power supply using the included cable.

3. Please wait a moment for the access point to start up. The access point is
ready when the LED fisue.

4.1 S0 &2dzNJ 02 Y Lidziiog. MR 2xwHere x id- aRiibé & e ( 2
range3 ¢ 100. If you are unsure how to do this, please refer to the user
manual for more information.

» Please ensure there are no other active network connections on
&% your computer (disconnect \Aki connections and Ethernet
cables).

5.9 y GSNJ 6KS | O0Saa I_1J922\1§'8[]'2.Qrﬁo tHe SRLIbazbf(i |
a web browser.

Al © http//192.168.2.2

13



AP Mode

6. You will be prompted for a username and password. Enter the default
dza SNY I YS Gl RYAYE | yR3SA®S RSTFE dzE 0 |

Connect to 192.168.2.2 (O[]

o
YJT\ \

The server 192.168.2.2 at localhost requires a username and

password.
User name: € admin v
Password: senne

| Remember my password

o J[ conce |

{. 2dz oAttt | NNRA IS yiEK S BNBRSYU S3YK 2L8yyT 20N3

5

»
IDIM@ Home | Logout | | Global (English) ¥

CAP1200 Information Network Settings Wireless Settings Management  Advanced

e,  — _— s ———— ——— e
“ SvStem —

»> Wireless Clients

Model CAP1200
* Wireless Monitor
Product Name APT4DAIBINTIFG
* Log Uptime 0 day 00:01:02
Boot from Internal memory
Version 1.1.0
MAC Address T4 DA3B30T1FE
Management VLAN ID 1
IP Address 192.168.0.108 | Refresh
Default Gateway 192.168.0.1
DNS 192.168.0.1
DHCP Server 192.168.0.1
Wired LAN Port Settings
Wired LAN Port Status VLAN Mode/lD
Wired Port (#1) Cennected (100 Mbps Full-Duplex) Untagged Port / 1

8. Next, please follow the instructions belowlir2. Basic Setting®
O2Yy FAIdzNE (KS | O0Saa LRAYyIQ&a ol aAi



AP Mode

» For more advanced configurations, please referltd Browser
& Based Configuration Interface

l1I-2. Basic Settigs

The instructions below will help you to configure the following basic settings
of the access point:

LAN IP Address

2.4GHZ 5GHz SSID & Security
Administrator Name & Password
Time & Date

4 Itis recommended you configure these settings before using th
& access point.

1l.¢2 OKI y3 GKS 1 00Saa dsidgxng [{ i
a[ FabA RS L t and WwRWIséedhe screen below.
IP Address Assignment DHCP Client r
IP Address 192 168.2 2
Subnet Mask 255 255 255 0
Default Gateway From DHCP
Primary DNS Address From DHCP + ||0.0.0.0
Secondary DNS Address From DHCP + (|0.0.0.0

2. Enter the IP address settings you wish to use for your access point. You
can use a dynamic (DHCP) ottistéP address, depending on your network
SYGANRYYSYyGod /A0 a! LIWIX &8¢ (2 al @8
for the access point to reload.

AC KSy @2dz OKIy3aS @&2dz2NJ I 00Saa LRAY(
& the new IP address to access the browser basedfiguration
interface instead of the default IR92.168.2.2.

3.¢2 OKIy3S G(KS {{L5 2F &2dNJ I 00S4aa
tod2 ANBE S&a [ S H [ vEmtérihy gew §SIDifor | &
82dzNJ Hodn DI T GANBE S&HFN SYRI &N OK W O K



AP Mode

A To utilize multiple 2.4GHz SSIDs, open the drop down menu

& pelledd 9 v |

0t S { farldSelegt oW &y BSIDs you

require. Then enter a new SSID in the corresponding numbered

TASE RA

0St26> 0STF2NBE Oft AO1TAYy3 4! LI

2.4GHz Basic Settings

Wireless
Band
Enable SSID number

55101

Auto Channel

Auto Channel Range

Auto Channel Interval

Channel Bandwidth

B35 BasicRate Set

4. Tocy T A 3 dzNB

Enable '* Disable
11b/gn
1 L
CAP1200-3071F6_G WLAM 1D |1

* Enable Disable
Ch1-11
Oneday v
Change channel even if clients are connected

Auto v
1,2.5.511 Mbps A

G§KS aSOdz2NARiGeé 2F e2dzNJ I O

network(s), gotat 2 A NGBt S&a H SaHiddnymal T Mmoo Ay €

{StSOU Iy

! dzi KSY G A Ol GaARIYNIRRS (YKSeReé

GOYONRBLIIAZ2ZY YSéé¢ RSLISYRAYy3 2y @& 2 dzN

A If using multiple SSIDs, specify which SSID to configure using the

& 5¢

RNRB L) R2¢Yy YSydzo

2.4GHz Wireless Security Settings

SSID
Broadcast $SID
Wireless Client Isolation

Load Balancing

Authentication Method

Additional Authentication

CAP1200-3071F6 G v
Enable
Disable v

50 {50

Mo Authentication *

Mo additional authentication r

16



AP Mode

5. Go tod 2 A NBf S&4d [ SélpliDilyl3and sepedt step@ & §far
0KS I 00Saa LR2AYylQa pDIIT @gANBtSaa vy
6. To change the administrator name and paesd for the browser based
configuration interface, gotd al Yy 3SYSy(é B da! RYA Y ¢

Account to Manage This Device

Administrator Name |admin |

|....I |{4—32 Characters)

Administrator Password

|unoo| kConﬁrmj

(. 2YLX SGS GKS da!' RYAYAAGNI G2NJI bl YS§¢
YR Oft AO1 a! LI} &€ o

8. To set the correct time for your access point, g@gita | y'I 3SYSy U €
G5 O3 AYYSR

Date and Time Settings

2012 |z| Year |Jan |z| Manth | 1 |Z| Day

0 |Z| Hours 00 |Z| Minutes |00 |Z| Seconds

Local Time

’ Acquire Current Time from Your PC ]

NTP Time Server

Use NTP [ enable

Server Name

Update Interval hours

Time Zone

Time Zone | (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London |Z|

O. Set the correct time and time zone for your access point using the drop
down menus. The access point also supports NTP (Network Time Protocol)

17



AP Mode

so alternatively you can enter the host name or IP address of a time server.
[ £ AO1 a! LilLJ)edidishelKSyYy € 2dz |

A, 20z Oy dzaS GKS a! OljdzA NB / dzNNBy i
&% you wish to set the access point to the same time as your PC.

10. The basic settings of your access point are now configured. Please
refer to ll. Hardware Installatiorfor guidance a connecting your access
point to a router or PoOE switch.

18
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V. Browser Based Configuration Interface

. In Managed AP mode some functions of the browser based
A configuration interface are disabled. Please use Edimax Pro NMS
on your Controller AP to configure yoanaged AP(S).

The browsetbased configuration interface enables you to configure the

I 00S&aa LIRAYUQa | GARA20féatbrBs aFafde ofdaNEhéed ¢
functions such as MAC filtering, MAC RADIUS authentication, VLAN
configurations, up to 32 83 and many more. To access the browser based
configuration interface:

1. Connect a computer to your access point using an Ethernet cable.

2.9y 08N 82dzNJ I 00S3a LRAYGQa Lt FRRN
I O0Saa LRAY(IQa 1R$6B2AHz 0 Lt | RRNBAA

3. You will be prompted for a username and password. The default
dza SNY I YS A& al RYAYE | 33 A KBK REFHK di
recommended that you change the password during setup ($&e Basic
Settingy.

“ If you cannot remember youpassword, reset the access point
&% back to its factory default settings. Refer teb. Reset

4. 2dz gAftf FNNAOS G GKS a{e&adisSy Ly

[ ]
EDIMAX (&1* Home | Logout | | Global (English) ¥

Information Network Settings Wireless Settings Management Advanced

Model CAP1200
Product Name APTADAIBINTIFG
» Log Uptime 0 day 00:01:02
Boot from Internal memeory
Version 1.1.0

MAC Address T4DAZE30TIFE
Management VLAN ID 1

IP Address 192.168.0.108 | Refresh
Default Gateway 192.168.0.1

DNS 192.168.0.1
DHCP Server 192.168.0.1

Wired LAN Port Settings

Wired LAN Port Status VLAN Mode/lD
Wired Port (#1) Cennected (100 Mbps Full-Duplex) Untagged Port / 1

19
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5.Use the menu across the top and down the left side to navigate.

>
IDIM@ Home | Logout | | Global (English) ¥

CAP1200 Information Network Settings Wireless Settings Management Advanced

Wireless Settings

> 2.4GHz 11bgn

Advanced
Security

WDs

Schedule '

* 5GHz 1l1lac 11an
Basic
Advanced
Security
wDs

Schedule
> WPS

*» RADIUS
RADIUS Settings
Internal Server

RADIUS Accounts
» MAC Filter

* WMM

| Cancel |

6./t A01 G!'LILX&é¢ G2 alrgsS OKIy3asa | yR
cancel changes.

A Please wait a few seconds for the access point to reload after you
& g1 LI e¢ OKIFy3aSaz a akKz2gy o0St200

Configuration iz complete. Beloading now... Flease wait for seconds.

(. Please refer to the following chapters for fdéscriptions of the browser

based configuration interface features.
20
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IV-1. Information

Information Hetwork Settings Settings Management Advanced

A Screenshots displayed are examples. The information shown on
~your screen will vary depending on your configuration.

IV-1-1.  System Information
_ ¢CKS oa{ eBMBYA2Yy&#2LJ IS RA.
system infemation about the access point.

Model CAP1200
Product Hame APTADA3BIOTIFE
Uptime 0 day 00:13:03
Boot from Internal memaory
Version 1.1.0

MAC Address T4.0A:38:30:71:F6
Management VLAN ID 1

IP Address 192.168.0.108 | Refresh
Default Gateway 1%2.168.0.1

DN5 192.168.0.1
DHCP Server 192.168.0.1
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Wired LAN Port Settings

Wired LAN Port Status VLAN ModellD
Wired Port (#1) Connected (100 Mbps Ful-Duplex) Untagged Port / 1

Wireless 2.4GHz

Status Enabled

MAC Address 00:.44:BB:.CC:DD:10
Channel Ch 4 + & (Auto)
Transmit Power 100%

Wireless 2.4GHz /SSID

Authentication Encryption Additional Wireless Client
= Method Type RLAN Authentication Izolation
- . Mo additional .
CAP1200-CCDDM0_G Mo Authentication No Encryption 1 Dizabled

authentication

Wireless 2.4GHz "WDS Disabled

MAC Address Encryption Type VLAN Mode/ID
Mo WD'S entries.

Wireless SGHz

Status Enabled

MAC Address 0:AABB:CC:DO:1
Channel Ch 35 + 40 + 44 + 438 (Auto)
Transmit Power 100%

Wireless 5GHz /351D

Authentication Encryption Additional Wireless Client
= Method Type LU Authentication Isolation
Mo additional
CAP1200-CCOD10_A Mo Authentication No Encryption 1 ¢ acciliona Disabled

authentication

Wireless 5GHz /'WDS Disabled

MAC Address Encryption Type VLAN Mode/lD
No WDES entries.
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System

Model Displays the model number of the access
point.

Product Name Displays the product name for reference,
GKAOK O2yarana 2F a!

Uptime Displays the total time since tloevice was
turned on.

Boot From Displays information for the booted
hardware, booted from either USB or intern;
memory.

Version Displayghe firmware version.

MAC Address Displayghel OO0Saa LI2AY(Qa

Management VLAN| Displaygshe management VLAN ID.
ID

IP Address Displays the IP address of thisvice.Click
GWSTNBaKeé G2 dzLREGS

Default Displays the IP addresstbt default

Gateway gateway

DNS IP address of DNS (Domain Name Server)

DHCP &ver IP address of DHCP Server.

Wired LAN Port Settings

Wired LAN Port Specifies which LAN port (1 or 2).

Status Displays the status of the specified LAN por
(connected or disconnected).

VLAN Mode/ID Displays the VLAN mode (tagged or untagg
and MLAN ID for the specified LAN port. See

IV-2-3. VLAN

Wireless 2.4GHbGGHZz)

Status Displays the status of the 2.4Gbiz5GHz
wireless (enabled or disabled).

MAC Address Displayghel OO0Saa LIR2AY(dQa

Channel Displays the channel number theespfied
wireless frequency is using for broadcast.

Transmit Power Displaygshe wireless radio transmit power
level as a percentage.

Wireless 2.4GHBGHz) SSID
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SSID Displayghe SSID name(s) fdine specified
frequency.

Authentication Displaythe authentication method for the

Method specified SSID. SBé3. Wireless Settings

Encryption Type

Displayghe encryption type for the specified
SSID. Se&/-3. Wireless Settings

VLAN ID Displays the VLAN ID for the specified SSI[
SeelV-2-3. VLAN

Additional Displays the additional authentication type f

Authentication the specified SSID. SBE3. Wireless Settings

Wireless Client Displays whether wireless client isolation is

Isolation use for the specified SSID. 3¢&€-3. VLAN

Wireless 2.4GHBGHz)Y WDS Status

MAC Address

Displayghe peerl OOSaa LI2AVYI

Encryption Type

Displays the encryption type for the specifie
WDS SeelV-3-1-4. WDS

VLAN Mode/ID

Displays the VLAN ID for the specii@®S
SeelV-3-1-4. WDS

Refresh

Clickto refresh all information.
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IV-1-2. Wireless Clients

information about all wireless clients

connected to the aaess point on the 2.4GHx 5GHZArequency.

Auto Refresh time @ 5 seconds (' 1 second ) Disable
Manual Refresh

2.4GHz WLAN Client Table

Signal Connected ldie

# SSID MAC Address Tx Rx (%) Time Time

1.8
KByies

5GHz WLAN Client Table

Signal Connected Idle
(%) Time Time

1 CAP1200-CCODM10_G F&:AS:00:0B:70:AS 0 Bytes 100 23 secs 3

# SSID MAC Address Tx Rx

No wireless client

Refresh time

Auto Refresh Time | Select a time intervdbr the client table list tg
automatically refresh.

Manual Refresh Click refresh to manually refresh the client
table.

2.4GHz (5GHz) WLAN Client Table

SSID Displays the SSID which the client is
connected to.

MAC Address Displays the MAC address of ttleent.

TX Displays the total data packets transmitted
the specified client.

Rx Displays the total data packets received by
the specified client.

Signal (%) Displays the wireless signal strength for the
specified client.

Connected Time Displays thaotal time the wireless client has
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been connected to the access point.

Idle Time Client idle time is the time for which the clie
has not transmitted any data packets i.e. is
idle.

Vendor ¢tKS @SYR2NJ 2F (KS Of

displayed here.
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IV-1-3. Wireless Monitor

Wireless Monitor is a tool built into the access

point to scan and monitor the surrounding

GANBEt Saa SYOANRYYSyGaoe {StSOG |
all SSIDs within range along with relevant details faheaSID.

Wireless Monmitor

Site Survey

Channel Survey result

Wireless 2.4GHz

®) Wireless 246/56 246 CUsc | Scan

Export

Ch 5510 MAC Address

1 Matt O00:EQ:4C:81:96:C1

Security Slﬁ_r;m Type Vendor
"
REALTEK
WPRAZPSEIAES 100 11bfg/n SEMICONDUCTOR
CORP.

Wireless SGHz

Ch SSID MAC Address Security Signal (%) Type Vendor

You can click Scan button to start.

Wireless Monitor

Site Survey

Select which frequency (or both) to scan, af
Of AO]l a{Olyé¢ 02 0S3)

Channel Survey
Result

Il FGOSNI I a0y Aa O2Yl
the results to local storage.

Site Survey Results

Ch

Displayghe channel number used by the
specified SSID.

SSID Displayghe SSID identified by the scan.

MAC Address Displayghe MAC address of the wireless
router/access point for the specified SSID.

Security Displays the authentication/encryption type

of the specifed SSID.

27
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Signal (%) Displays the current signal strength of the
SSID.

Type Displays the 802.11 wireless networking
standard(s) of the specified SSID.

Vendor Displays the vendor of the wireless

router/access point for the specified SSID.
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IV-1-4.

Log

processes. This information is useful for network administrators.

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

L L U Ut S (I U i S

& When the log is full, old entries are overwritten.

00:02:49 [SYSTEM]. LAN, Port[1] link status is changed to down

00:02:25 [SYSTEM]: LAM, Port[1] link iz changed to 1008 bps-Full-Duplex

00:00:58 [SYSTEM]: WLAN[Z 4G], Best channel zelection start, switch to channel 1 + 5
00:00- 38 [SYSTEM]. WLAN[SG], Skip Best channel selection and wait for next time

00:00:12 [SY"STEM]:
00:00:12 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:11 [SY'STEM]:
00:00:11 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:11 [SYSTEM]:
00:00:10 [SYSTEM]:
00:00:07 [SY"STEM]:
00:00:07 [SYSTEM]
00:00:02 [SY'STEM]

LAN, Port[1] link status i= changed to down
LAaMN, Port[0] link status iz changed to down
TFTP server, Stopping

FTP server, Stopping

HTTPS, start

HTTP, start

LAM, Firewall Dizabled

LAN, NAT Disabled

MET, Firewsall Disabled

MET, NAT Disabled

LED=, light on specific LEDs

WLAN[SG], Channel = AutoSelect

- WLAN[SG], Wireless Mode = 11ACVHTE0
CWLAN[Z2.4G], Channel = AutoSelect

00:00:02 [SY'STEM]: WLAN[2 4G], Wireless Mode = 11NGHTAOMINUS
00:00:02 [SYSTEM]: DHCPC, start

00:00:02 [SYSTEM]: LAN, start

00:00:02 [SY'STEM]: Bridge, start

m

AP Mode

The system log displays system operation
information such as up time and connection

| Save | | Clear | | Refresh |

Save Click to save the log as a file on yourloc
computer.

Clear Clear all log entries.

Refresh Refresh the current log.
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The following information/events are recorded by the log:

E USB
Mount & unmount
E Wireless Client
Connected disconnected
Key exchangsuccess & falil
E Authentication
Authenticatian fail orsuccessful
E Association
Success or fall
E WPS
M1 - M8 messages
WPS success
E Change Settings
E System Boot
Displaysurrent model name

E NTP Client
E Wired Link
LAN Port link status and speed status
E Proxy ARP
Proxy ARP module statstop
E Bridge
Bridge sart & stop.
E SNMP
SNMP server sta& stop.
E HTTP
HTTP star& stop.
E HTTPS
HTTPS sta& stop.
E SSH
SSktlient ®rver start& stop.
E Telnet
Telnetclient erver start or stop.
E WLAN(2.4G
WLAN(2.4G]channel status andountry/region status
E WLAN(GG)

WLAN(5G) channel status andountry/r egion status
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V-2, Network Settings

Information Network Settings Wireless Settings Management Advanced

ﬂ Screenshots displayed are examples. The information shown on
~ your screen will vary depending on your configuration.

IV-2-1. LANSide IP Address
_¢KS A4PRRBE Lt | RowNPataes LI
configure your access point on your Local Area

Network (LAN). You can enable the access point to dynamically receive an IP
I RRNbkaa FTNRBY e2dzNJ NRBRdzi SNa 51/t asSN
for your access point, as well as configDi€S servers.

AcKS 100833 LRAYGQa RSFlLdA G Lt

LAN-side IP Address

IF Address Assignment DHCP Client r

IP Address 192.168.2.2

Subnet Mask 255.255 2550

Default Gateway From DHCP

Primary DN S Address From DHCP | 0.0.0.0
Secondary DNS Address From DHCP « |0.0.0.0

LANSside IP Address
IP Address { St SO0 451/t [ tfASYG:
Assignment be assigned a dynamic IP address from yol
NR dzi SNR& 51/t aSNBSI
manually specify a static/fixed IP address fo
your access point (below).

IP Address Specify the IP address here. This IP addres
will be assigned to your access point and w,
replace the default IP address.

Subnet Mask Specify a subnet mask. The defaullnais
255.255.255.0
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Default Gateway |C2NJ 51/t dzaSNBRZX &Sf !
default gateway from your DHCP server or
G! B5SNFAYSRE (2 Sy idSN
For static IP users, the default value is blan

DHCP users can selectto get DNSse@verd t | RRNX&aa FTNRY
enter a value. For static IP users, the default value is blank.

Primary Address | DHCP users can seléclC N2 Y tb dgef t
LINAY| NE 5b{ &aSNISNI:
G ! &559\F A y dahdallyerdter a value. Fc
static P users, the default value is blank.
Secondary Address Users can manually enter a value when DN
serveQ @rimary address is set to
oUserDefined.
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I\V-2-2. LAN Port

CORRRIPSREI ... e setings for your acoses
configure the settings for your access

LJ2 A Vv ( \@réd LANS (Ethernet) ports.

Wired LAN Port Settings

Wired LAN Port Enable Speed & Duplex Flow Control g02.3az
Wired Port #1) | Enabled [v| | Auto [»| Enabled [+| Enabled [=]

Wired LAN Port Identifies LAN port 1 or 2.

Enable Enable/disable specified LAN port.

Speed & Duplex | Select a speed & duplex type for specified L/
L2NI S 2NJ dzaS GKS 4&! d
operate up to 1000Mbps and feduplex
enables simultaneous data packet
transfer/receive.

Flow Control Enable/disable flow control. Flow control can
pause new session request until current date
processing is complete, in order to avoid
device overloads under heavy traffic.
802.3az Enable/disable 802.3az. 802.3az is an Energ
Efficient Ethernet feature which disables
unused interfaces to reduce power usage.
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IV-2-3.  VLAN

CKS ax[!bé O06xANIdzr f [
_ enables you to configure VLAN settings. A

VLAN is a local area netvkowhich maps
workstations virtually instead of physically and allows you to group together

or isolate users from each other. VLAN 12s4095are supported.

& VLAN IDs in the rangkc 4095are supported.

YLAN Interface

Wired LAN Port VLAN Mode VLAN ID

Wired Port (#1) Untagged Port = | 1
Wireless 2.4GHz VLAN Mode VLAN ID

5SID [CAP1200-CCOD10_G] Untagged Port 1
Wireless 5GHz VLAN Mode VLAN ID

551D [CAP1200-CCOD10_A] Untagged Port 1

Management VLAN
VLAN ID 1

VLAN Interface

Wired LAN Identifies LAN port 1 or andwireless SSIDs
Port/Wireless
VLAN Mode {SEtSO0 da¢lIIASR t 2NI¢E
specified LANhterface.
VLAN ID Set a VLAN ID for specified interface, if
G! yilF3I3ISR t2Nlé¢ Aa A&
Management VLAN
VLAN ID Specify the VLAN ID of theanagement VLAN

Only the losts belonging tahe sameVLAN car
manage the device
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IV-3. Wireless Settings

Information Hetwork Settings Wireless Settings

Management  Advanced

A Screenshots displayed are examples. The information shown on
~ your screen will vary depending on your configuration.

IV-3-1.  2.4GHz 11bgn

TRS anHdnDI T mMmo3IYyéE YSyd
> 2.4GHz 11bgn and configure information for your access
LRAY(iQa nwodnDI 1 ¢AMWEt Sa
categories Basic, Advanced, Security, WDS & Schedule.
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IV-3-1-1. Basic

¢K§ a. I AAO¢ ,ééN\ESy FVU\AéL\
youracGaa LJ2AY u®RdaetwoR(BDI | 2

2.4GHz Basic Settings

Wireless Enable * Disable
Band Mbign v
Enable 551D number 1
55104 CAP1200-3071F6_G WLAN 1D |1
Auto Channel * Enable Disakle
Auto Channel Range Ch1-11 r
Oneday v

Auto Channel Interval
! Change channel even if clients are connected

Channel Bandwidth Auto v

BS5S BasicRateSet 1,2,5.511 Mbps ¥
Auto Channel Enable '® Disable
Channel |Ch 11, 2462MHz ¥ |
Channel Bandwidth |Auto, +Ch 7 v |
BSS BasicRateSet [1.2.5.5,11 Mbps v

36



AP Mode

Wireless 9yl ofS 2N RAaAlIoO6tS 0l
wireless radio. When disabled, no 2.4GHz
SSIDs will be active.

Band Select the wireless standard used for the

access point. Combinations of 802.11b,
80211g & 802.11n can be selected.

Enable SSINumber

Select how many SSIDs to enable for the
2.4GHz frequency from the drop down men
A maximum of 16 can be enabled.

SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID can consist of any
combination of up to 32 alphanumeric
characters.

VLAN ID Specify a VLAN ID for each SSID.

Auto Channel

Enable/disable auto channel selection. Autc
channel selection will automatically set the

gANBEt Saa OKIyySt TF2I
frequency basedn availability and potential
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rangg

Select a range from which the auto channe
setting (above) will choose a channel.

Auto Channel
Interval

Specify a frequery for how often the auto
channel setting will check/reassign the
GANBt Saa OKIyySt o
OKIyySt S@Sy AT Of
according to your preference.

/|
A

Channel Bandwidth

Set the channel bandwidth: 20MHz (lower
performance btiless interference), 40MHz
(higher performance but potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRateSet

Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
framesfor wireless clients.
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When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel fraht 11.
Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), 40MHz
(higher perfemance but potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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I\V-3-1-2. Advanced

_ These settings are for experienced users only.
Please do not change any of the values on this

page unless you are already familiar with these functions.

A Changing these settings can adversely affect the performance of
&= your access point.

2.4GHz Advanced Settings

Contention Slot

Preamble Type

Guard Interval

802.11g Protection ® Enable () Disable
802.11n Protection ® Enable () Disable

DTIM Period 1 | (1-255)

RTS Threshold 12347 | (1-2347)
Fragment Threshold |2345 | (256-2348)
Multicast Rate

Tx Power

Beacon Interval | 100 | (40-1000 ms)
Station idle fimeout |Er[] | (30-55535 seconds)

Contenion Slot { St SO0 &{ K 2tN&véluezsNied fp
contention windows in WMM (seB/-3-6.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redudancy ChecKllock for
communication between thaccesspoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl Yof Sé¢d
Guard Interval Set the guard interval shorter intervatan
improve performance.
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802.11g Protection| Enable/disable 80219 protection, which

increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

802.11n Protection| Enable/disable 802.Xilprotection, which

increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffindication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. e
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default valueis 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dzi2é asSitiaa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distar
areaswill not be able to access your signal.

Beacon Interval Set the beacon interval dfhe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access pointio a wireless client to verify if
the station is still alive/active.
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IV-3-1-3. Security

_ The access point provides various security options
(wireless data encryption). When data is
encrypted, information transmitted wirelessly cannot be read by anyohe w
does not know the correct encryption key.

s LiQa SaaSydaalt (2 O2yFTAIdzNBE 4 A NBf
unauthorised access to your network.

A, Select hareto-guess passwords which include combinations of
numbers, letters and symbols, and changeuw@assword

regularly.
2.4GHz Wireless Security Settings
S5ID CAP1200-3071F6 G ~
Broadcast 551D Enable -
Wireless Client Isolation Disable v
Load Balancing 50 150
Authentication Method Mo Authentication *
Additional Authentication Mo additional authentication A
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SSID Selection Select which SSID to configure security setti
for.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID wilhot be visible as an available i
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client Enable or disable wireless citdsolation.
Isolation Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute forcefal I O1 & 2
usernames and passwords.

Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Sébad
balancing value (maximus0).

Authentication Select an authentication method from the dr¢
Method down menu ad refer to the information
below appropriate for your method.
Additional Select an additional authentication method
Authentication from the drop down menu and refer to the

information below (V-3-1-3-6.) appropriate for
your method.

IV-3-1-3-1. No Authentication

Authentication is disabled and no password/key is required to connect to the
access point.

4 Disabling wireless authentication is not recommended. When
Bh x5 at0f SR Lyedo2Re GAGKAY Nry3s OF
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IV-3-1-3-2. WEP

WEP (Wed Equivalent Privacy) isiasic encryptiortype. For a higher
level of security consider using WPA encryption.

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.
KeyType | K223a$S ¥F NP Yalpbahumeérical ¢

character0-9,azandA-%20 2 Nang| S E
characters from @, a-f and A-F).

Default Key Select which encryption key €14 below) is the
default key. For security purposes, you can g
up to four keys (below) and change which is
the default key.

Encrygion Key 1¢ | Enter your encryption key/password accordir
4 to the format you selectedbove

IV-3-1-3-3. IEEE802.1x/EAP

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.

IV-3-1-3-4. WPAPSK

WPAPSK is a sare wireless encryption type with strong data
protection and user authentication, utilizing 1-b& encryption keys.

WPA Type Select from WPA/WPA2 Mixed ModRSK,
WPA2 or WPA only. WPAZ2 is safer than WP
only, but not supported by all wireless clients
Pleasemake sure your wireless client supp®rt
your selection.

Encryption {StSOG a¢YLtk! 9{ aAkE
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

PreSharedKey |/ K22a4S FNBY @63l &3 LKN
Type alph y dzZY SNA O OKIF NJ¥ O S N.
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characters from @, a-f and A-F).

Pre-Shared Key Pleaseenter a security key/password accordir
to the format you selectedbove

IV-3-1-3-5. WPAEAP

WPA Type Select from WPA/WPA2 Mixed ModAP,
WPAZEAP or WAEAP.

EncryptionType |{ Sf SOG a¢ YLt k! 9{ aAE
encryption type.

Key Renewal Specify a frequency for key renewal in
Interval minutes.

Q WPAEAP must be disabled to use MAR2ADIUS authentication.

IV-3-1-3-6. Additional Authentication
Addtional wireless authentication methods can also be used:

g WPS must be disabled to uselditional authentication. SedV-3-3.
for WPS settings.

MAC Address Filter
Restrict wireless clients access based on MAC address specified in the MAC
filter table.

g SelV-3-5.MAC Filteto configure MAC filtering.
MAC Filter & MAERADIUS Authentication
Restrict wireless clients access using both of the above MAC filtering &
RADIUS authentication methods.
MAGRADIUS Authentication
Restrict wireless clients access éd®n MAC address via a RADIUS server, or
password authentication via a RADIUS server.

g SeelV-3-4.RADIU® configure RADIUS servers.
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¢4  WPS must be disabled to use MARRADIUS authentication. See
~ IV-3-3. for WPS settings.

@ \Jse MAC address

MAC RADIUS Password U=ze the following pazsword

MAC RADIUS
Password

Select wiether to use MAC address or
password authentication via RADIUS server.
e2dz aSt SO0 a! asS GKS
the password in the field below. The passwo
aK2dZ R YIFI 0K (KS a{K
IV-3-4. RADIUS
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IV-3-1-4. WDS

_ Wireless Gitribution System (WDS) can
bridge/repeat access points together in an

extended network. WDS settings can be configured as shown below.

A When using WDS, configure the IP address of each access point to
be in the same subnet and ensure there is only ongvacDHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses
All access points should use the same wireless channedragiption
method.

Disabled

Disabled
WDS with AP

WDS5 Functionality
Local MAC Address

Dedicated WDS
WDS Peer Settings
WDS #1 MAC Address
WDS #2 MAC Address
WDE #3 MAC Address
WD5 74 MAC Address
WDS VLAN
VLAN Mode Untagged Fort| = | (Enter at least one MAC address.)
VLAN ID

WDS Encrvption method

Encryption Mone (Enter at least one MAC address )
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2.4GHz

WDS Functionaly [{ St SOG a2 5{ ¢ A Witk access
point2 NJ a25{ 5SRAOIGSR
and also block communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings

WDS # Enter the MAC address for up to four other
WDSdevices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN maddedUntagged
Porte or dTagged Po#ét @

VLAN ID Specify the WDS VLANvbendUntagged
Port A& &4SftSOUSR | 020

WDS Encryption method

Encryption [ St SO0 S6KSUKSNI G2 dza
encryption and enter a prghared key for AES
consisting 08-63 alphanumericltaracters
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IV-3-1-5. Schedule

_ The schedule feature allows you to autot@a

the wireless network for specified times.

| KSO1 k dzy OKS O1 Wirehke§s Schedufe Gi92y | SovilFSo f SK RA
wireless scheduling function.

A Thel OO0Saa L A dgaie Sedtingd hugtBe setyhRrder to
use this function.

2.4GHz Wireless Schedule

Enable the wireless network during the following schedules.

This function will not work until date and tune are set. Date and Tune Settings

#| Enable Wireless Schedule

Enable Day Start Time End Time
Sunday v 00 v (|00 ¥ 00 *|(:|00 ¥
Sunday v 00 v (|00 ¥ 00 *|(:|00 ¥
v Monday v 07 =00 = 23 v ;00 ¥
+ Tuesday v 07 » | 00 * 23 v |00 ¥
v Wednesday ¥ or » | 00 * 23 v |00 ¥
v Thursday v or » | 00 * 23 v |00 ¥
v Friday v oy = |00 - 23 v |00 r
Sunday v 00 v (|00 » 00 = |.[00 r
Sunday v 00 v (|00 ¥ 00 *|(:|00 ¥
Sunday v 00 v (|00 ¥ 00 *|(:|00 ¥
| Apply || Reset |

A Wireless scheduling can save energy and increase the security of
your network.

1. Usethed 9 v I chéchéxes to seleschedule(s).

2. Specify alay, start time and end tim#or the schedule usinthe
drop-down ments.

3./ ftA01 !X eé¢ G2 alr oS (KS a20KSRdA
default.
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IV-3-2. 5GHz 1lac 1lan

¢KS apDIlT wmmMEO mmEyé YSy
YR O2YyTAIdzNBE AYTFZ2N¥I UA2
5GHz wireless network acroBsge categories: Basic, Advanced, SecurlyDS

& Schedule

*» 5GHz 11ac 11an

IV-3-2-1. Basic

daONBSY RAa&L

O¢
53 -FiXetvgiki(©& pDI

a A
oFS

O™

5GHz Basic Settings

Wireless @ Enable ) Disable
Band 11afnfacE|
Enable 5510 number 1 |E|
55104 CAP1200-CCDD10_A VLANID 1
Auto Channel @ Enable ) Disable
Auto Channel Range Band 1 El
Auto Channel Interval One day E
D Change channel even if clients are connected

Channel Bandwidth Auto 80/40/20 MHz |~ |
B5S BasicRate Set 6,12.24 Mbps E|

Auto Channel (Enable  ® Disable

Channe |Ch 36, 5.18GHz v|

Channel Bandwidth | Auto 80/40/20 MHz V|

BSS BasicRateSet 6,12,24 Mbps |

Wireless Oy otS 2NJ RAalots i

wireless radio. When diséed, no 5GHz SSIC
will be active.
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Band Select the wireless standard used for the
access point. Combinations of 802.11a,
802.11n & 802.11ac can be selected.
Enable SSINumber | Select how many SSIDs to enable for the 5
frequency from the drop down men A
maximum of 16 can be enabled.

SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID can consist of any
combination of up to 32 alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto chanheelection. Auto

channel selection will automatically set the
GANBEt Saa OKIyySt TF2I
frequency based on availability and potentia
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (above) will choose a channel.

Auto Channel Specify a frequency for how often the auto
Interval channel setting will check/reassign the
GANBt Saa OKIyySto /|
channel even if clients NE 02y y SO
according to your preference.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).

BSS BasicRate Set | Set aBasic Service Set (BSS) rate: this is a
series ofrates to control communication
frames for wireless clients.

When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel.

Channel Bandwidth | Set the channel banddth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).
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BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames fa wireless clients.

I\V-3-2-2. Advanced

_ These settings are for experienced users only.
Please do not change any of the values on this
page unless you are already familiar with these functions.

A Changing these settings can adversely affect the performant
&= your access point.

5GHz Advanced Settings

Guard Interval
802.41n Protection @ Enable () Disable
DTIM Period |1 | (1-255)
RTS Threshold |234? | (1-2347)
Fragment Threshold |2345 | [(256-2348)
Multicast Rate Auto W
Tx Power
Beacon Interval |1|'.][] | (40-1000 mg)
Station idle fimeout |Er[] | (30-65535 seconds)
Guard Interval Set the guard interval shorter intervatan

improve performance.

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (R®S)
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set theRTS threshold dhe wireless radio. fie
default value is 2347.
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Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S 0KS a! dzizé¢ &aSOaa

Tx Powe Set the power output ofhe wireless radio. Yol

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.

Beacon Interval Set he beacon interval ahe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.
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IV-3-2-3. Security

The accessqgint provides various security options
_ (wireless data encryption). When data is

encrypted, information transmitted wirelessly
cannot be read by anyone who does not know the correct encryption key.

ALGQ& SaaSyuaAalt (2 O2y ThdwNB oA NBL
&= unauthorised access to your network.

A Select hareto-guess passwords which include combinations of
== numbers, letters and symbols, and change your password
regularly.

5GHz Wireless Security Settings

5SID CAP1200-CCDD10_A |~ |

Broadcast SSID Enable |z|

Wireless Client Isolation Disable E

Load Balancing a0 50

Authentication Method Mo ﬁuthenticatinnE

Additional Authentication No additional authentication =]

SSID Selection Select which SSID to configure security setti
for.

Broadcat SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will not be visible as an availableFVi
network to clientsg clients must manually
enter the SSID in ordéo connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

53



AP Mode

Wireless Client Enable or disable wireless client isolation.
Isolation Wireless client isolation prevents clients
connected to the access point from
communicatingwith each other and improves
security. Typically, this function is useful for
corporate environments or public hot spots
YR OFy LINB@SYy (G o6 NHzi
usernames and passwords.

Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the dr¢

Method down menu and refer to the information
below appropriate for your method.

Additional Select an addidnal authentication method

Authentication from the drop down menu and refer to the
information below appropriate for your
method.

Please refer back thy/-3-1-3. Securityfor more information on authentication
and additional authentication types.
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IV-3-2-4. WDS

Wireless Distribution System (WDS) can
_ bridge/repeat access points together in an

extended network. WDS settings can be
configured as shown below.

A When using WDS, configure the IP address of each access point to
be in the same subnet and ensure there idyone active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses

All access points should use the same wireless channetrargiption
method.

5GHz WDS Mode

WDS Functionality
Local MAC Address

Disabled

Disabled
WDS with AP

Dedicated WDS
WDS Peer Settings
WDS #1 MAC Address
VID5 #2 MAC Address
WDS #3 MAC Address
WDS #4 MAC Address
WDS VLAN
VLAN Mode Untagged Port | = | (Enter at least one MAC address. )
VLAN 1D

Encryption method

Encryption MNone (Enter at lzast one MAC address.)
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5GHz WDS Mode

WDS Functionality [{ St SOG a2 5{ ¢ A Witk access
point2 NJ a25{ 5SRAOIGSR
and also block communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addressedreless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings

WDS # Enter the MAC address for up to four other
WDA devices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDSLAN moddo dUntagged
Porte or dTagged Po#

VLAN ID Specify the WDS VLANvbendUntagged
Port is selected above.

WDS Encryption

Encryption [ St SO0 S6KSUKSNI G2 dza
encryption and enter a prshared key for AES
with 8-63 alphanumericharacters
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IV-3-2-5. Schedule

_ The schedule feature allows you to automate
- S the wireless network for specified times. A

/| KSOl kKdzy OKSO]l U0UKS 02E a9yl ofS 2ANBE

wireless scheduling function.

4 ¢tKS | O0Saa LI Asétlingsimust Be¥edin brgeRo R (0 S
use this function.

5GHz Wireless Schedule

Enable the wireless network during the following schedules.

This function will not worlk vntil date and time are set. Date and Tune Settinog

#| Enable Wireless Schedule

Enable Day Start Time End Time
Sunday v 00 v |-(00 ¥ o0 v (|00 ¥
Sunday v 00 v |-(00 ¥ o0 v (|00 ¥
v Monday v 07 » | 00 « 23 v 00 v
v Tuesday v 07 » | 00 « 23 v 00 v
v Wednesday ¥ 07 » | 00 + 23 v 00 v
v Thursday v 07 » | 00 « 23 v . 00 *
v Friday v 07 = || 00 « 23 v |00 *
Sunday v o0 v |-(00 * o0 v |:(00 ¥
Sunday v 00 v |-(00 ¥ o0 v (|00 ¥
Sunday v 00 v |-(00 ¥ o0 v (|00 ¥
| Apply || Reset |

A Wireless scheduling can save energy and increase the security of
your network.

4. a8 GKS aoylrofSéeé OKSO1o02ESa G2 as
5. Specify a day, start time and end time for the schedule using the
drop-down menus.

6./t A01 ! LILXe¢ (G2 alr oS (KS a20KSRd
default.
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IV-3-2. WPS

_ Wi-Fi Protected Setup is a simple way to
establish connections between WPS

compatible devices. WPS can be activated on compatible ddwcpsshing a

2t { odzid2y 2y GKS RSOAOS 2NJ FTNRY 6A

AYUSNFIFOS o61y26y |a t./ \EhNEdWPSda K d

activated in the correct manner and at the correct time for two compatible

devices, they willaut | GA OF f & O2yySOGd® datLb O2

which includes the additional use of a PIN code between the two devices for

verification.

ftESHas NBFSNI G2 YIydFl OddNBENRA Ay

device.
WPS Enable
Apply
Product PIN CRIZT142 [ Generate PIN ]
Push-button WPS
WPS by PIN

WPS Security

WPS Status Mot Configured
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WPS Check/uncheck this box tanable/disable WPS
functionality. WPS must be disabled when
using MAGRADIUS authentication (see
IV-3-1-3-6 & I\-3-4).

WPS

Product PIN Displays the WPS PIN code df tlevice, used
for PIN code WPS. You will be required to et
this PIN code into anotméVPS device for PIN
O2RS 2t{ o /ftAO] d4&aDSY,
new WPS PIN code.

PushButton WPS [/ t AO1 a{ Ul Nu€¢ a2 I Ol
point for approximately 2 minutes. This has t
same effect as physically pushing the acces:
L2AYOQE 2t{ odzil2y

WPS by PIN Enter the PIN code of another WPS device ¢
Ot AOl af{ulFNue uz2 ladu
connection for approximately 2 minutes.

WPS Security

WPS Status WPS security status is displayed here. Click
GwSt SIHas¢ G2 Of SI NJ i

Wireless 2.4GHz

SSID Displayghe SSID name(s) for the specified
frequency.

Security Displayghe security for the specified SSID.

Encryption Displayghe encryption type for the specified
SSID. Sel&/-3. Wireless Settings

59



AP Mode

IV-3-3. RADIUS

RADIUS The RADIBmenu allows you to configure the
I OOS a a exleiaadRADUS &erver settings.

A RADIUS server provides ubased authentication to improve security and

offer wireless client contrat users can be authenticated before gaining
access to a network.

The access point can utilize both a primary aedgondary (backup) external
RADIUS servéor each of its wireless frequencies (2.4GHz & 5GHz).

4 Touse RADIUS servers, gaitd A NSt Sa 4 a{ SO A & £
&h colecttal /o w! 5L { A KBGAIGOL GA2Yé
| dzil K Sy Gandseléckay ¢ w! 5L! { I(sed KSydAaOl
IV-3-1-3. & IV-3-2-3).
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IV-3-3-1. RADIUS Settings

externalRADIUS server.

RADIUS

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

) Internal @ External

1812

3600 second(s)
@ Enable ) Disable
1813

Secondary RADIUS Server

) Internal @ External

1812

3600 second(s)
@ Enable ) Disable
1813

RADIUS Server (5GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
* Enable Disable

1813

Secondary RADIUS Server

Internal '®' External

1812

3600 second(s)

*! Enable Disable

1813
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Configure the RADIUS server settings for
2.4GHz. Each frequency can userdarnal or
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RADIUS Type { St SOaN¥lLys 02 dzaS U
built-Ay w! 5L { aSNIISNJ 2
external RADIUS server.

RADIUS Server Enter the RADIUS server host IP address.

Authentication Set the UDP port used in the authentication

Port protocol of the RADIUS serv&falue must be
between 1¢ 65535.

Shared Secret Enter a shared secret/password betweeng 1

99 characters in length. This should match tf
Galw! 5L { € LI} a&a23Ndor
I\V-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting Enable or disable RADIUS accounting.

Accounting Port | When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADIUS server. Value must be between
65535.

IV-3-3-2. Internal Server
_ Theaccess point features a built RADIUS

— server which can be configured as shown
g dzaSR gKSYy aLYuUSNyrteée Aa asStsScC
OAYRAS Aawe! 5L { {SGadAy3Taé¢ YSydzo

4 Touse RADIUS servers, gatd A NGB S a 4 G{{ SSQIdizhhply (H85£¢
& soiectgal /| owl 5L L 1 Al KBRARO2 YilAfR2 v €
| dzil K Sy Gahdseléckiay ¢ w! 5L' { I(seé KSy (A Ol
V-3-1-3. & IV-3-2-3).
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Internal Server

Internal Server

EAP Internal Authentication

EAP Certificate File Format

EAP Certificate File

Shared Secret

Session-Timeout

Termination-Action

Enable

PEAP(MS-PEAP)| = |
PKCS#12(* pfx/*.p12)

| Upload |

3600 second(s)

@ Heauthenication (RADIUS-Reguest)
Mot-Reauthenication (Default)
Mot-Send

Internal Server Check/uncheck to enable/disable the access
LIZAVYUQa AYUSNYIT w!5

EAP Internal Select EAP internal authentication type from

Authentication the drop down menu.

EAP Certificate File Displays the EAP certificate file format:

Format PCK#12(*.pfx/*.pl2)

EAP Certificate File/ t A O]l a | LJX 2F R¢ 02 2L
select the location of mEAP certificate file to
use. If no certificate file is uploaded, the
internal RADIUS server will use a-setfde
certificate.

Shared Secret Enter a shared secret/password for use
between the internal RADIUS server and
RADIUS client. The shared secreait be 1¢
99 characters in length. This should match tk
Galw! 5L { € LI a&a23Ndor
I\V-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Termination Action| Select a terminatiofaction attribute: )
aWHzU KSYUAOL UAZ2YE aS)
0KS | O0SaavSuixysiyT A
a default terminatioraction attribute to the
OO0Saa LWLZ2IAWRE b 2 0
termination-action attribute is sent to the
access point.
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IV-3-3-3. RADIUS Accounts

_ The hte,rnal RADIUS server can authenticate
dzLJ G2 HpcCc dza SNJ | OOZdzy
A

I O02dzy1aé¢ LI 3IAS Fft2pa e2dz G2 O2y ¥

G
3

Radius Accounts

User Name
Example: EDIMAX-USER1, EDIMAX-USERZ, EDIMAX-USER3, EDIMAX-USER4

Enter user name here -

| Add || Reset |

User Registration List

select User Hame Password Customize

[ EDIMAX Mot Configured

[ Delete Selected J lete All l

Edit User Registration List

User Hame EDIMAX (4-16characters)

Password (B-32characters)
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User Name Enterthe usernames here, separated by
commas.

Add /| t AO1 da! RRe 102 | RR U
registratian list.

Reset Clear text from the user name box.

Select Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name has a passw
(configured) or not (not configured).

Customize [ £t A01 a9 RAwfield to3et/&iLds vy
password for the specified user name (below

Delete Selected Delete selected user from the user registratig
list.

Delete All Delete all users from the user registration lis

Edit User Registration List

User Name Existing usename is displayed here and can
be edited according to your preference.
Password Enter or edit a password for the specified us
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IV-3-4.  MAC Filter
Mac filtering is a security feature that can
help to prevent unauthorized users from
connecting toyour access point.
This function allows you to define a listraftwork devices permitted to
connect to the access point. Devices are each identified by their unique MAC

address. If a device which is not on the list of permitted MAC addresses
attempts toconnect to the access point, it will be denied.

A To enable MAC filtering, gotd 2 A NBf S&a 4 a1 ®mn DA y I & ¢
Hz 11bgd 4 & { SO MNIR GRRREA 1A 2 VI £ ahdigéle€tS y G A O
Ga! / QskedMVBI-B)E

The MAC address filtering table is displayed below:

Add MAC Addresses

Add Heset

MAC Address Filtering Table

Select MAC Address
] FC:F8:AE:43:43.TE

Delete Selected Delete All Export

Add MAC Address | Enter a MAC address of computer or networ

device manuallye® 3 ®dbb-dtidd-ee-T ®rQ
enter multiple MAC addresseseparatedwith
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commss, e.g.
WHa-bb-ccdd-ee-ff,aa-bb-ccdd-ee-ggQQ
Add /| fA01 da! RRé G2 | RR @
MAC adlress filtering table.
Reset Clear all fields.
'/ | RRNBAaAad SYuNRSa gAff oS fAaas
Yy SYUNR dzaAy3d GKS a{SftSOG¢ OKSO]
Select Delete selected or all entries from the table.
MAC Address The MAC addresslisted here.
Delete Selected Delete the selected MAC address from the
list.
Delete All Delete all entries from the MAC address
filtering table.
Export | ft ARQdoré a 2 al @S | O2L
filtering table. A new window will pop up for
you to select docation to save the file.
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IV-3-5. WMM

Wi-Fi Multimedia (WMM) is a \Aki Alliance

interoperability certification based on the

IEEE 802.11e standard, which provides
Quality of Service (QoS) features to IEE 802.11 networks. WMM prioritizes
traffic accoding to four categories: background, best effort, video and voice.

WMM-EDCA Settings

WHMRM Parameters of Access Point

CWhin CWax AIFSH T=OF
Back Ground 4 10 T 0
Best Effort 4 B 3 0
Video 3 4 1 94
Voice 2 3 1 47
WMM Parameters of Station
CWhin CWiax AIFSH T=0OFP
Back Ground 4 10 T 0
Best Effort 4 10 3 0
Video 3 4 2 94
Voice P 3 2 47

Configuring WMM consists of adjusting parameters on queues for different
categories of wireless traffic. Traffic is sent to the following queues:

Background |Low High throughpty non time sensitive bulk
Priority data e.g. FTP

Best Effort |Medium Traditional IP data, medium throughput and
Priority delay.

Video High Time sensitive video data with minimum
Priority time delay.

Voice High Time sensitive data such as VolP and
Priority streamng media with minimum time delay.

Queues automatically provide minimum transmission delays for video, voice,
multimedia and critical applications. The values can further be adjusted
manually:
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CWMin Minimum Contention Window (milliseconds):
This valued input to the initial random
backoff wait time algorithm for retry of a data
frame transmission. The backoff wait time wil
be generated between 0 and this value. If the
frame is not sent, the random backoff value i
doubled until the value reaches the miber
defined by CWMax (below). The CWMin valu
must be lower than the CWMax value. The
contention window scheme helps to avoid
frame collisions and determine priority of
frame transmission. A shorter window has a
higher probability (priority) of transmisan.

CWMax Maximum Contention Window (milliseconds):
This value is the upper limit to random
backoff value doubling (see above).

AIFSN Arbitration InterFrame Space (milliseconds):
Specifies additional time between when a
channel goes idle and the AP#&it sends

data frames. Traffic with a lower AIFSN value
has a higher priority.

TxOP Transmission Opportunity (milliseconds): The
maximum interval of time an AP/client can
transmit. This makes channel access more
efficiently prioritized. A value of O meansly
one frame per transmission. A greater value
effects higher priority.
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IV-4. Management

Information Hetwork Settings Wireless Settings Management  Advanced

A Screenshots displayed are examples. The information shown on
~ your screen will vary depending on your configuration.

IV-4-1.  Admin
_ You can change thgassword used to login to
the browserbased configuration interface here.

It is advised to do so for security purposes.

If you change the administrator password, please make a note
_, of the new password. In the event that you forget this
A password and arainable to login to the browser based
configuration interface, sed-5. Resetor how to reset the
access point.
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Account to Manage This Device

Administrator Hame admin
----- (4-32 Characters)

Administrator Password
----- (Cenfirm)

Apply

Advanced Settings

Product Hame APD0AABBCCDDA0
# HTTP
Management Protocol TELMET
SHMP
SHMP Version viNZe v
SHMP Get Community public
SHMP Set Community private
SHMP Trap Disabled v
SHMP Trap Community public

SHMP Trap Manager

Account to Manage This Device

Administrator {SG GKS | 0O0Saa LRAYI
Name This is used to log in to the browser based
configuration interface and must be between
4-16 alphanumeric characters (case sensitive
Administrator {SG GKS | O0Saa LIRAY.i
Password This is used to log in to the browser based
configuration interface and must be between
4-32 alghanumeric characters (case sensitive

Advanced Settings

Product Name Edit the product name according to your
preferenceconsisting ofl-32 alphanumeric
characters This name is used for reference

purposes.
Management Check/uncheck the boxes £nable/disable
Protocol specified management interfaces (see below
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When SNMP is enabled, complete the SNMF
fields below.
SNMP Version Select SNMP version appropriate for your
SNMP manager.
SNMP Get Enter an SNMP Get Community name for
Community verification wth the SNMP manager for
SNMPGET requests.
SNMP Set Enter an SNMP Set Community name for
Community verification with the SNMP manager for
SNMPRSET requests.
SNMP Trap Enable or disable SNMP Trap to notify SNMH
manager of network errors.
SNMP Trap Enter an SNMP Trap Community name for
Community verification with the SNMP manager for
SNMPTRAP requests.
SNMP Trap Specify the IP address or sever nai2d 28
Manager alphanumeriacharacter$ of the SNMP
manager.
HTTP
Internet browser HTTP protocol managaminterface
TELNET

Client terminal with telnet protocol management interface

SNMP

SimpleNetworkManagementProtocol. SNMPv1, v2 & v3 protocol supported.
SNMPv2 can be used with community based authentication. SNMPv3 uses
userbased security model @) architecture.
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I\V-4-2. Date and Time

_ You can configure the time zone settings of your
access point here. The date and time of the

device can be configured manually or can be synchronized with a time server.

Date and Time Settings

2012 |E| Year |Jan E| Manth | 1 E| Day
0 |E| Hours |00 |E| Minutes |00 E Seconds

Local Time

’ Acquire Current Time from Your PC l

NTP Time Server

Use NTP "] Enable

Server Name

Update Interval (Hours)

Time Zone | (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London E

Date and Time Settings

Local Time Settls | 00Saa LRAydiQa R
using the drop down menus.

Acquire Current |/ £ A O1 a! Olj dzA NB / dzNNB

Time from your P( enter the required values automatically

F OO2NRAY3I (G2 @&2dzNJ O2

date.

NTP Time Server

Use NTP The access poinalsosupports NTP (Network
Time Protocol) for automatic time and date
setup.




AP Mode

Server Name Enterthe host name or IP address of thme
server if you wish

Update Interval | Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ region. |
your country/region is not listed, please selec
another country/region whose time zone is th
same as yours.
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1I\V-4-3. Syslog Server

The sysem log can be sent to a server or
to attached USB storage.

Enable Syslog Server
Transfer Logs il

Syslog E-mail Settings

E-mail Logs

E-mail Subject

SMTP Server Address
SMTP Server Port
Sender E-mail
Receiver E-mail

Authentication Disable ¥

Syslog Server Settings
Transfer Logs Check/uncheck the box to enable/disable t
use of a syslog server, and enter a host
name, domain or IP address for the server
consisting of up to 128 affanumeric
characters.

Syslog #nail Settings

E-mail Logs Check the box to enable/disableneail logs.
E-mail Subject Specify the subject line of log emails.
SMTP Server Specify the SMTP server address used to se

Address log emails.

SMTP Server Port Specify the SMTP server port used to send I
emails.

Sender Email Specify the sender email address.

Receiver Enail Specify the email to receive log emails.

Authentication Disable or select authentication type: SSL or

When using SSL or TLS, ente username and
password.




AP Mode

1\V-4-4. Ping Test

The access point includes a buikt ping test
[Pina st I f.ncion Pingis acomputer
network administrationutility used to test whether a particular host is

reachable across an IP network and to measurerthimd-trip time for sent
messages.

Destination Address Execute

Result

Destination Address | Enter the address of the host.
Execute Click execute to ping the host.
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IV-4-5. LQY | SNB

The access point features a btittbuzzer
é‘K)\C)K Oly &az2dzyR 2y 0O2Y)
| SNB ¢ LI 3 Suttor mekvbrk admigistramis®ifd engineers working
in complex network environments to locate the access point.

Duration of Sound

Duration of Sound 10 (1-300 seconds)

Sound Buzzer

AThe buzzer is loud!

Duration of Sound | Set the duration for which the buzzer will
a2dzyR gKSyYy (KS a{ 2 dz
clicked.

Sound Buazer Activate the buzzer sound for the above
specified duration of time.
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IV-4-6.  Operation Mode

_ The access point can function in three different
modes.Set the operation mode of the access
point here. AP mode is a standalone access point, AP contmlbele acts as

the designated master of the AP array, and Managed AP mode acts as a slave

AP within the AP arrayrefer back t@®verviewand Edimax Pro NMS I.
Product Informationfor more help.

A In Managed AP mode some functions of the access point wll b
T disabled in this user interface and must be set using Edimax Pro
NMS on the AP Controller.

A In AP Controller Mode the access point will switch to the Edimax
= Pro NMS user interface.

Operation Mode

Operation Mode AP Maode r
AP Mode
AP Controller Mode
| Managed AP mode | Apply || Cancel
Operation Mode AP Mode is a standard access point in a

wireless netwok.

AP Controller Mode is the master of an AP
array and controls all other managed APs
(below) using Edimax Pro NMS.

Managed AP mode is an AP which is part ¢
the AP array and is managed by the
Controller AP.
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IV-5. Advanced

Information Hetwork Settings Wireless Settings Management Advanced

AScreenshotS displayeare examples. The information shown on
~ your screen will vary depending on your configuration.

IV-5-1. LED Settings

enabled or disabled according to your

preference.
Power LED ® 0On Off
Power LED Select on or off.
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I\V-5-2. Update Firmware

¢ KS & CA NI @lowsFoé to updaieS
_ the system firmware to a more recent

version.Updated firmware versions often
offer increased performance and security, as well as bug f¥@s.can

download the latest firmware from the Edimax welesi

Update firmware from * a file on your PC

Update firmware from PC

Firmware Update File Choose File | Mo file chosen
Update

ﬂ Do not switch off or disconnect the access point during a firmware
&= upgrade, as this could damage the device.

Update Firmware |{ St SOG &l FTAES 2y @&
From from your local computer.

Firmware Update Fil¢/ f AGDdoseie apén a new window to
locate and select the firmware file in your
computer.

Update [/ fA01 da!' LIRFGSeE G2 dz
firmware file to your access point.
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IV-5-3.  Save/Restore Settings

The access poi®d { | ISkwSad2NB
, . = pageenables you tsavebackup theaccess
LJZ2 A Y U Q &ettiogsas B deyidiyour local computer or a USB device

attached to the access poirdnd restore the access point to previously saved
settings.

Save/Restore Method

Using Device @ Using your PC

Save Settings to PC

) D Encrypt the configuration file with a password.
Save Settings

Save

Restore Settings from PC

Browse. ..

Restore Settings
. D Open file with password.

Save / Restore Settings
Using Device {StSOou aj
LIZAY U

G a A 3vathetadcdsblJ
Qa aSuaiGAy3a a2

Save Settings tBC

Save Settings /| £t A0l a{l @S¢ G2 al @
window will open to specify a location to
save the settings file. You can also check t
G9YONEBLI UKS _ Qtgay TA3
LI 34 62NRE 02E |yR S
protect the file in the field underneath, if yo
wish.
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Restore Settings frolRC

Restore Settings Click the browse button to find a previously
savedsettingsfile on your computeythen
clicka w S & doeplRé your current
settings.If your settings file is encrypted wit
I LI a&a62NRX OKSO‘[ (i
LI a362NRE 02E FyR S
the field underneath.
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I\V-5-4. Factory Default

If the access point malfunctions or is not
responding, thentiis recommended that you

reboot the devicgseelV-5.5) or reset the device back to its factory default

settings You can reset the access point back to its default settings using this

feature if the location of the access pointnist convenientto acces the reset
button.

This will restore all settings to factory defaults.

[ Factory Default ]

Factory Default Clickd CI O 2 NXHo réstbré settiriggita
the factory default. A pojup window will
appear and ask you to confirm

A After resetting to factory defaults, please wait for the access
& point to reset and restart.
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I\V-5-5. Reboot

If the access point malfunctions or is not

responding, then it is recommended that
you reboot the devicer reset the access point back to its factory default

settings (sedV-5-4). You can reboot the access point remotely using this
feature.

This will reboot the product. Your settings will not be changed. Click "Reboot”
to reboot the product now.

Reboot ClickiwSo220¢ (G2 NBO 2?2

countdown will indicate the progress of the
reboot.
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|. Product Information

Edimax Pro Network Management Suite (NMS) supports the central
management of a group of access points, otherwise knosvaraAP Array.
NMS can be installed on one access point and support uErir@ax Pro
access points with no additional wireless controller required, reducing costs
and facilitating efficient remot&Pmanagement.

Access points can be deployed and comggluaccording to requirements,
creating a powerful network architecture which can be easily managed and
expanded in the future, with an easy to use interface and a full range of
functionality ¢ ideal for small and migized office environments. A secure
WLAN can be deployed and administered from a single point, minimizing cost

and complexity.

Manager

=l
9) o—
. e i

AP éontroller

AP1 = AP 2 - AP3 . AP 4

1)

. K
(s
=

(o
. K
(a
_ R
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Il. Quick Setup

Edimax Pro NMS is simple to setup. An overview of the system is shown
below:

XDSL or
AC/ Gateway / UTM Cable Modem A

il

Internet

POE switch

Edimax Pro NMS

WAP ‘ CAP

u ” U Layer 2 Environment /

One AP (access point) is designated as the AP Controller (masiesjheer
connected Edimax Pro APs are automatically designated as Managed APs
(slaves). Using Edimax Pro NMS you can monitor, configure and manage all
Managed APs (up to 8) from the single AP Controller.
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Follow the steps below:

A Ensure you have the lag firmware from the Edimax website for
" your Edimax Pro products.

1. connect all APs to an Ethernet or PoE switch which is connected to a
gateway/router.

Router

PoE Switch

2. Ensure all APs are powered on and check LEDs.

EDIMmAX I
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3. Designate one AP as the AP Controller which will maadigpther
connected APs (up to 8).

AP
Controller

4. Connect a computer to the designated AP Controller using an Ethernet
cable.
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S5.hLISy I ¢$S06 oNRoaSNI YR SyisSNI GKS
address field. The default IP addres$92.168.2.2

A 2 dzNJ O 2 Ylanthies$ Milstibe i the same subnet as the AP
&% Controller. Refeto V-1. Configuring your IRddress for help.

1 Brotocol Version 4 (TCOADWE) Droperties x|
Internet Protocol Version 4 (TCP/IPvS) Properties (' v—r.S—

You can get IP settings assigned automatically if your network supports
this capabiity. Otharwise, you need 1o ask your network admrestrator
for the appropriate IP settings.

Obtan an 1P address automaticaly

0 Use the following IP address:

[P address: 192 .168. 2 .10
Subnet mask: 255 .255.255. 0
Default gateway: v

9 Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

L, LT &2dz OKFYy3ISR GKS 't [/ 2yuUNBffSND
A gateway/router uses a DHCP server, ensure you enter the correct
Lt FRRNBaad wSTFSNI G2 @&2dz2NJ I+ GSal @&

6. Enter the username & password to login. The default username &
password areadmin& 1234

. You will arrive at the Edimax Pro NMS Dashboardo@oa I Yy} 38 Y Sy

AAdhLISNI OAandsee@iRS ¢ / 2 y O NHrond tieMiom 2 RS €
down menu.
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[ ]
FDIMAX (21 Home | Logout | | Global (English] ¥

CAP1200 Information Network Settings Wireless Settings Management

Operation Mode

* Admin
Operation Mode

*> Date and Time

Operation Mode |,"-".F’I Mode v |

AP Mode
* AP Controller Mode
Managed AP mode

> I'm Here il e

8./ tA0] a'LLXeé¢ G2 algsS G(KS asSdiidAry3:

*» Syslog Server

* Ping Test

Apply || Cancel

Operation Mode

Operation Mode AP Controller Mode ¥

» Apply || Cancel

9. Edimax Pro NMS includes a wizard to quickly setup the SSID & security for
alylFaSR 'tad [/t AO] arferdidbegiiRe Ay UK

*Wizard | Home | Logout | | Global (English) ¥

10. Follow the instructions osscreen to completé&teps 1, 2 & and click
a C A yidsave the settings.
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Step 1 : Welcome ) Step 2 : AP Discovery ) Step 3 : Setup WLAN | | Step 1 : Welcome ) Step 2 : AP Discovery ) Step 3 : Setup WLAN ‘

raged AP(s)

. Match whole words
start, please power on the managed APs and plug into the same

1et network with this AP Controller.

MAC Address Device Name Model IP Address Status
¥  74DA:38:03:B5:30 APT4DA3B03BS30  WAPT750  192.168.222.222 O
Thls_Semp W 1;ard will guide you through a basic procedure to ¥ T4:DA3800-00.B4 APTADAIS0000B4  WAPITSO 192188032991 0
configure NMS system.
T4DA36:00:20:40 WAP1750 ()
MNext == Cancel | | Rescan Next == Cancel

| Step 1 : Welcome ) Step 2 : AP Discovery ) Step 3 : Setup W'LAN|

SSID
y PASSWORD

Guest Network Enable ® Disable

Guest 551D

Security Key

5GHz Settings

Clone 2. 4GHz Settings

SSID SsID
Security Key PASSWORD

Guest Network Enable ® Disable

Guest 551D

A If any of your Managed APs are not fourthliring Step 2 AP
&= Discoveryreset the Managed APRutits factory default settings.

11. YourAP Controller & Managed APs should be fully functional. Use the
top menu to navigate around Edimax Pro NMS.

EDIimAX G20

WAP1T750 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

UseDashboard ZonePlan NMSMonitor & NMSSettingsto configure
Managed APs.

UseLocal Network & Local Settinge configure your AP Controlle
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Ill. Software Layout

The top menu features 7 panel3ashboard, Zone Plan, NMS Monitor, NMS
Settings, Local Network, Local Settings & Toolbox.

Dashboard
EDIMAX G2

WAP1T50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

Auto Refresh Time : ®' 1 minute 30 seconds Disable = 48

System Information .é'.:-. Managed AP .é.:'.
Product Hame WAP1TS0 Search Match whole words
Host Name APTADA3BO3ECIA
MAC Address T4DA3BOIECHIA Index  MAC Address  Device Name Model IP Address  2.4G Channel 5G Channel Clients Status Act
P Address 192168 222.220 74DA:38:03.85:3 APTADA3B03ES3 192.168.222.2
Firmware Version 09.12 1 [} 0 o O
System Time 2012/01/01 04:50:51 v v 2
Uptime: 0 day 04:50:53 T4:DA:38:00:00:B APT4DA3B0000B 192.168.222.2
2 0 0 0 ()
4 4 21
Devices Information .'(3:.;:.
Device Mumber Managed AF Group =
Access Points 2
Client Devices 1] Search Match whole words
Rogue Devices 1]
Group Name MAC Address Device Name Model IP Address Clients Status Action
System Default (2) \\%\
T4DA38:03.BS30 APT4DA3E03BS30 192.168.222.222 0 O
T4DA38:00:00:B4 APT4DA330000B4 192.168.222.221 o O
Active Clients |é|;:|
Search Match whole words
Index  CliENtMAC Ad APMAC Addre WLAN Radio  Signalgte) COMEI T e Time  Tx(KB)  Rx(KB) Vender
dress 88 e
Empty

TheDashboardpanel displays an overview of your network and key system
information, with quicKinks to access configuration options for Managed APs
and Managed AP groups. Each panel can be refreshed, collapsed or moved
according to your preference.
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Zone Plan

WAP1T750 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

-
I\gl
Location
Show All
Add
AP Group
Show All
_Cb
APT4DA3S _11530 Search
APT4DA380000B4
Radio
¥ 24GHz 5GHz
Signal (%)
Zoom ~
Q) @

Transparency
(@

Scale
| 16 vard |
| 20m |

Device Humber
Access Points 2
Clients 0

Zone Plardisplays a customizable live map of Managed APs for a visual
representaton of your network coverage. Each AP icon can be moved around
the map, and a background image can be uploaded for-dened location
profiles usingNMS Setting®#y Zone Edit Options can be configured using the
menu on the right side and signal strenggldisplayed for each AP.
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NMS Monitor

WAP1T50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

Managed AP

Search Match whole words
Managed AP Group
24G -
> WLAN Index MAC Address Device Name Model IP Address e 5G Channel Clients Status
T4DA 38" APTADA 92 168222222
Active WLAN 1 T4DA38:03:B530 APT4DA3803B530 192.168.222 222 0 0 0 O
_ 2 T4DA3E:00:00:B4  APT4DA3IB0000B4 192.168.222.221 0 0 0 O
Active WLAN Group
» Clients
Active Clients

* Rogue Devices

» Information
All Events f Activities

Monitoring

TheNMS Monitorpanel provides more detailed monitoring information
about the AP Array than found on the Dashboard, grouped according to
categories in the menu down the left side.
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NMS Settings

WAP1T50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

>
WLAN Search Match whole words
* RADIUS
MAC Address Device Name Model AP Group 2.4G Channel 5G Channel 246 TX 56 TX Status Action
Power Power

> A Control

ceess tontro 74DA3E03B530  APTADA3B038530 System Default 0 0 Ful Full (]
* Guest Network T4DA3S0000B4  ARTADAIBO000B4 System Defaull 0 0 Full Ful (]
» Zone Edit

Refresh | | Edit | | Delete Selected | | Delete All

* Firmware Upgrade

Access Point Group
» Advanced

System Security Search Match whole words
Date and Time ap RADIUS Access
Group Name 2.4G WLAN Profile 5G WLAN Profile 2.4G Guest Network Profile 5G Guest Network Profile Control
Members Profile Profile

System Defaut 2 EDIMAX_SSID_GROUP_SF EDIMAX_SSID_GROUP_SF EDIMAX_GUEST_SSID_GROUP_SF EDIMAX_GUEST_SSID_GROUP_SF Disabled Disabled

Add | | Edit | | Clone | | Delete Selected | | Delete All

Access Point Settings
Auto Approve *' Enable Disable

Apply

NMS Setting provides extensive configuration options for the AP Array. You
can manage each access point, assign access points into groups, manage
WLAN, RADIUS & guest network settings as well as upgrade firmware across
multiple access points. The Zone Plancanalss O2y ¥ A 3dzZNB R dza
ORAUE D
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Local Network

WAP1T750 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

¥ Network Settings LAN-side IP Address

IP Address Assignment Static IP Address v
IP Address 192.168.222.220
Subnet Mask 255.255.255.0
Default Gateway 192.168.222 1

Basic Primary DNS Address 0.0.0.0

LAN Port Settings

VLAN

> 2.4GHz 11bgn

Advanced Second {ary DNS Address 0.0.00
Security

wWDs
Apply
¥ 5GHz 11ac 11an

Basic

Security

wDs
> WPS

> RADIUS
RADIUS Settings
Internal Server

RADIUS Accounts
> MAC Filter

> WMM

Local Networksettings are for your AP Controller. You can configure the IP
address and DHCP server of the AP Controller in addition to 2.4GHz & 5Ghz
Wi-Fi and security, with WPS, RADIUS server, Mi&@nil and WMM settings
also available.
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Local Settings

WAP1T50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

L
* Network Settings
Operation Mode AP Controller Mode ¥
System Information
Wireless Clients
Apply || Cancel
Wireless Monitor
Log
» Managemen it
Admin
Date and Time
Syslog Server

I'm Here

» Advanced
LED Settings
Update Firmware
Save/Restore Settings
Factory Default

Reboot

Local Settingsre for your AP Controller. You can set the operation mode and
view network settings (clients and logs) specifically for the AP Controller, as
well as other management settingsctuas date/time, admin accounts,
firmware and reset.

97



Edimax Pro NMS

Toolbox

WAP1TS50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

> Network Conne ctivity Ping Test
e Destination Address Execute

Result

The Toolbox panel provides a network diagnostic tqalsgandtraceroute
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V. Features

Descriptions of the functions of each main paBalshboard, Zone Plan, NMS
Monitor, NMS Setting; Local Network, Local Settings & Toolbax be found
0St2d 2KSY dzaAyd 9RAYIE ba{Z Of AO]

ﬁF’F"‘:’L}

A Screenshots displayed are examples. The information shown on
~ your screen will vary depending on your configuration.

IV-1. LOGIN, LOGOWIRESTART

44 tis recommended that you login to the AP Controller to make
~configurations to Managed APs.

LOGIN

1. Connect a computer to the designated AP Controller using an Ethernet
cable:

2hLISY | S0 oNRgaSN YR Synh$wl (KS
address field. The default IP addres$92.168.2.2

C [ http://192.168.2.2
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L 2dzNJ O2YLJzi SND& Lt | RRNXaa Ydzad o
- Controller. Refer td/~-1. Configuring your IP Addrees more help.

. LT &2dz OKFYy3aSR GUKS !'t [/ 2y0GNBffSND
ab gateway/router uses a DHCP server, ensure you enter the correct
Lt FRRNBaad® wSTFSNI G2 &2dz2NJ I+ GSal @&

 Ifusing a DHCP server on the network, it is advised to use your
&5/t aSNISNDa aSGdAay3aa G2 laarady
address.

3. Enter the username & password to login. The default username &
password aredmin& 1234

LOGOUT )
¢2 f232dz0 FNRBY 9RAYIE ba{z OfAO1 a]

EDimAx G

WAPI1T50 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

Wizard | Home | Lng%|
RESTART

You can restart your AP Controller or any Managed AP using Edimax NMS. Tc
restart your AP Controller go toocal Setting#®y, AdvancedA Rebootand
Of A0l awSo220¢ @

This will reboot the product. Your settings will not be changed. Click "Reboot” to reboot the product now.

Reboot

4

To restart Managed APs click the Restart icon for the specified AP on the
Dashboard:

Action

N V- Vo
Y :Belle I?)
(Dbnﬁidb%;
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IV-2. DASHBOARD

The dashboard displays an overview of your AP array:

Edimax Pro NMS

Auto Refresh Time : ® 1 minute ' 30 seconds Disable 43
System Information =) Managed AP G(=
Product Name \WAP7S0 Search Match whole words
Host Name APT4DA3B03ECTA
MAC Address T4DA3B0IECIA Index MAC Address Device Name Model IP Address  2.4G Channel  5G Channel cli Stat Action
1P Address 162.168.222.220 1 74.DA38.03.85:30 APT4DA3IB03BS30 182.168.222.222 0 0 (]
Firmware Version  0.9.12
System Time 2012/01/01 20.46:14 2 74:DA:38:00:00:B4 APT4DA3IB0000B4 192168 222 221 0 0 O
Uptime 0 day 20:46:19
Managed AP Group (=
Devices Information = e
T Search Match whole words
Device Humber
Access Points 2 Group Name MAC Address Device Name Model 1P Address Clients Stat Action
Client Devices v System Default (2) 9\
Rogue Devices ] =4
T4DA3803B530  APT4DA3BI3ES30 192.168.222.222 O
T4DA3B00:00:B4  APT4DA3B0000B4 192.168.222.221 0 o
Active Clients ‘_é_.;
Search Match whole words
index  ClENt t?sc Addr o MAC Address WLAN Radio Signal(%) Connected Time IdieTime  Tx(KB)  Rx(KB) Vender
Empty
— g

Use the blue icons above to refresh or collapse each panel in the dashboard.
Click and drag to move a panel to suit your preference. You can set the

dashboard to auterefresh every 1 minute, 30 seconds or disable anatioesh:
Auto Refresh Time : 30 seconds

* 1 minute Disable 35
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IV-2-1. System Information

System Informationdisplays information about the AP Controll@roduct
Name (model), Host Name, MAC Address, IP Address, Firmware Version,
System Time and Uptime (time the access point has been on).

Svstem Information ,:é:,:::,
Product Name WAP1TS0

Host Name APTADAIBOIECIA
MAC Address T4 DA 3803 EC1A
IP Address 192.168.222. 220
Firmware Version 0.9.12

System Time 2012/01/01 2004925
Uptime 0 day 20:49:31

IV-2-2. Devices Information

Devices Informationsa summary of the number of all devices in the local
network: Access Points, Clients Connected, and Rogue (unidentified) Devices.

Devices Information .'é'.':'.
Device Number
Access Points 2
Client Devices 0
Rogue Devices 0
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IV-2-3. Managed AP

Managed ARlisplays information about each Managed AP in the local
network: Index (reference numbeJAC Address, Device Name, Model, IP
Address, 2.4GHz & 5GHz Wireless Channel Number, No. of Clients connectec
to each access point, and Status (connected, connecting or disconnected).

Managed AP .:é:.:::.
Search Match whole words

Index MAC Address Device Name Model IP Address 2.4G Channel  5G Channel Clients Status
1 T4 DA38:03:B5:30 APT4DAIS03B530 192.168.222 222 0 0 0 O

2z T4:DA38:00:00:B4 APT4DAIS0000B4 192.168 222221 0 0 0 O

Thesearchfunction can be used to locate a specific Managed ARe fythe
search box and the list will update:

Search I[ I}-ﬂatch whole words

TheStatusicon displaygrey(disconnected)yellow(connecting) ogreen
(connected) for each Managed AP.

91 OK al yI I/8thne! th ORIWE ®AIK GKS FT2ff 2«

9 ( .qm 1|§, |(‘7=

DBOD6O
1. Disallow

Remove the ManagedPAfrom the AP array and disable connectivity.

2. Edit
Edit various settings for the Managed AP (refelM®-1. Access Poit

3. Blink LED . |
¢KS alyl3aISR !'tQa [95 gAtt Ftl aK (
access points.

4. Buzzer

¢KS al yl 3SR Illsoutdempodatily t&Help idehtify & locate
access points.
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5. Network Connectivity o o o
D2 U2 UKS &d&bSU62N] [/ 2YYSOuUAQGAUEE

6. Restart
Restarts the Managed AP.

IV-2-4. Managed AP Group

Managed APs can be grouped accordingdar requirementsManaged AP
Groupdisplays information about each Managed AP group in the local
network: Group Name, MAC Address, Device Name, Model, IP Address, 2.4Gl
& 5GHz Wireless Channel Number, No. of Clients connected to each access
point, and $tus (connected or disconnected).

To edit Managed AP Groups goNMS Setting®\ Access Poinfrefer to
IV-5-1. Access Poit

Managed AP Group .:é:.:::.
Search Match whole words

Group Name MAC Address Device Name Model IP Address Clients Status Action
System Default (2) C.?il
TADA3B03E530  APT4DA3B03B530 192168222 222 0 O B,

T4:DA:38:00:00:B4 APTADA3S0000B4 192.168.222.221 0 O

The search function can be used to locate a specific Managed AP Group. Typ:
in the search box and the list will update:

Search I[ I}-ﬂatch whole words

TheStatusicon displaygrey(disconnected)yellow(connecting) ogreen
(connected) for each individual Managed AP.

91 OK al yI I/8tRne! th ORIWE ®AIGK GKS FT2ff 2«

9 ( .qm 1|§, |(‘7

DBODOO0
1. Disallow

Remove the Managed AP from the AP array and disable ctivitbyec
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2. Edit
Edit various settings for the Managed AP (refelM®-1. Access Poit

3. Blink LED s |
¢KS alylr3asSR 't Qa [95 gAtt Ftl aK
access points.

4. Buzzer L o
¢KS alyl3aSR 't Qa o0dzl | SNJ g At flocake2 dz
access points.

5. Network Connectivity o o o
D2 U2 UKS &d&bSuU62N)] [/ 2YYSOuUAGAUEE

6. Restart
Restarts the Managed AP.

I\V-2-5. Active Clients

Active Clientdisplays information about each client in the local network:

Index (reference number), Client MAC Address, Device Name, Model, IP
Address, 2.4GHz & 5GHz Wireless Channel Number, No. of Clients connectec
to each access point, and Status (on or off).

Active Clients u'é'.':'u
Search Match whole words

Client MAC Addr
Index
£33

AP MAC Address WLAN Radio Signal(%) Connected Time Idle Time Tx(KB) Rx(KB) Vender

Empty

The search function can be used to locate a specific client. Type search
box and the list will update:

Search I[ %-.-mtn:h whole words
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IV-3. ZONE PLAN

The Zone Plan can be fully customized to match your network environment.
You can move the AP icons and select different location images (upload
location images iNMS Setting®y Zone Edi} to create a visual map of your
AP array.

®0© |
Location
EDIMAX_5F v
Add || Edit |
| AP Group
Show All
Search
Radio
¥ 24GHz 5GHz
Signal (%)
Zoom
Transpar
(!,\
Scale
Device Number
Access Points 3
Clients 0

Use the menu on the right side to make adjustments and mawsx an AP
icon in the zone map to see more information. Click an AP icon in the zone
map to select it and display action icons:

Name: APTADA380000B4
MAC- 74-DA-38-00-00:84
Channel- 0 (11a/n-20), 0 (11g/n-20/40)
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Click and drag an APoitto move the icon around the zone map. The signal
AUNBYIUK F2NI SFOK 't Aa RAaLIX Il eSR

the right side:

Edimax Pro NMS

AP{':)AS 803B620

| AP{5A3SOSB630

Location Select a pralefined location from the drop
down menu. When you upload a location
image INNMSSettingsA Zone Editit will be
available for selection here.

AP Group You can select an AP Group to display in th
zone map. Edit AP GroupsNiMS Setting®h
Access Point.

Search Use the search box to quickly locate an AP

Radio Use the checkboxes tlisplay APs according
to 2.4GHz or 5GHz wireless radio frequenc

Signal Signal strength key for the signal strength
display around each AP in the zone map.

Zoom Use the slider to adjust the zoom level of th
map.

Transparency Use the slider to adjushe transparency of
location images.

Scale Zone map scale.

Device/Number Displays number and type of devices in the
zone map.
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IV-4. NMS MONITOR
IV-4-1. Access Point

IV-4-1-1. Managed AP

Displays information about each Managed AP in the local netviodex
(reference number), MAC Address, Device Name, Model, IP Address, 2.4GHz
5GHz Wireless Channel Number, No. of Clients connected to each access poi
and Status (connected, connecting or disconnected).

Managed AP .f_j:.:::.
Search IMatch whole words

Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 74:DA:38:03:B5:30 APT4DA3803B530 192.168.222.222 0 0 0 BB

T4 DA38:00:00:B4 APT4DAIS0000E4 192,168 222221 0 0 0

Thesearchfunction can be used to locatespecific Managed AP. Type in the
search box and the list will update:

Search I[ %-.-mtch whole words

TheStatusicon displays the status of each Managed AP.

Status Icons

Icon | Color Status Definition

Managed AP is disconnectdélease
O check the network connection and ensu
the Managed AP is in the same IP subr
as the AP Controller.
Authentication System se_curit_y must be the same for &
Faikbd access points in th_e AP arrd3lease
check security settings (refer itg¢-5-8-1.

Grey | Disconnected

System Securily

Red |Or
Incompatible Access points must use the same versi
pat of Edimax NMS: the managed AP will n
NMS Version

be able to make configuration®lease
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dza S GKS 't [/ 2y (NPTt
function (refer tdV-5-7. Firmware
Upgrade.

Orange Conflgqrmg or configurations or while the firmware is
Upgrading

Please wait while thlanaged AP make

upgrading.

Please wait while Managed AP is
Yellow| Connecting | connecting.

Managed AP is connected.
Green | Connected

O Managed AP is waiting for approval.

Refer tolV-5-1. Access Point: Auto
Waiting for Approval. Note: Eight Managed APs are
Approval supported. Additional APs will display tt
status until an existing Managed AP is
removed.

Blue

9 I

OK al yI 38tene! tA ORIY&E ®AGK GKS F2ff 2«

OEE) O
0685866

Remove the Managed AP from the AP array and désadmhnectivity.

. Disallow

. Edit

Edit various settings for the Managed AP (refelM®-1. Access Poit

. Blink LED

¢KS alylr3aSR !'tQa [95 gAff FitlakK
access points.

. Buzzer

¢KS alyl3aSR 't Qa o6dz 1T SNIdentiy&flocaie? dzy
access points.

. Network Connectivity

D2 (2 0UKS abSUg2N] /2yySOUAQDGAGeEE
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5. Restart
Restarts the Managed AP.

IV-4-1-2. Managed AP Group

Managed APs can be grouped according to your requirements. Mamsiged
Group displays information about each Managed AP group in the local
network: Group Name, MAC Address, Device Name, Model, IP Address, 2.4Gl
& 5GHz Wireless Channel Number, No. of Clients connected to each access
point, and Status (connected or discoaotssl).

To edit Managed AP Groups goNMS Setting®\ Access Poinfrefer to
IV-5-1. Access Poit

Managed AP Group =
Search Match whole words

Group Name MAC Address Device Name Model IP Address Clients Status Action
System Default (2) C.?il
T4:DA:38:03:B5:30 APTADA3B03B530 192.168.222.222 0 £ )¢

T4:DA:38:00:00:B4 APTADA3S0000B4 192.168.222.221 0

The search function can be used to locate a specific Managed AP Group. Typt
in the search box and the list will update:

Search I[ I}-ﬂatch whole words

TheStatusicon displaygrey (disconnected)red (authentication
failed/incompatible NMS versionyrange(upgrading firmware)yellow
(connecting)green(connected) oblue (waiting for approval) for each
individual Managed AP. ReferIV-4-1-1. Managed APStatus Icons$or full
descriptions.

91 OK al yI I/8tRne! th ORIWE @A IGK GKS F2ff 2«

'* 9 ( -'Jli 1|§, |(‘7

DBODOO0
2. Disallow

Remove the Managed AP from the AP array and disable connectivity.
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. Edit
Edit various settings for the Managed AP (refelM®-1. Access Poit

. Blink LED . o
TheMa/ ISR 't Qa [ 95 gAtt FtlaK 0SYl
access points.

. Buzzer L o
¢KS alylr3aSR 't Qa odzl | SN gAftt az2dz
access points.

. Network Connectivity o S
D2 U2 UKS abSug2z2NJ [/ 2yy S Oliadedulial e €

. Restart
Restarts the Managed AP.
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IV-4-2. WLAN

IV-4-2-1. Active WLAN

Displays information about each SSID in the AP Aimdex (reference
number), Name/SSID, VLAN ID, Authentication, Encryption, IP Address and
Additional Authentication.

To configure encryption and VLANSs for Managed APs NS Setting®y
WLAN

The search function can be used to locate a specific SSID. Type in the search
box and the list will update:

Search I w-.ﬂatch whole words

Active WLAN

Search Match whole words

Index Name/ IESSID VLANID Authentication Encryption Additional Authentication
1 matt2.4 1 WPAZPSK WPAPSK Mo additional authentic ation

2 matt5s 1 WPRAZPSK WRAPSK Mo additional authentic ation
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IV-4-2-2. Active WLAN Group

WLAN groups can be created accogdio your preference. Active WLAN
Group displays information about WLAN gro@soup Name, Name/SSID,
VLAN ID, Authentication, Encryption, IP Address and Additional
Authentication.

The search function can be used to locate a specific Active WLAN Grpap. Ty
in the search box and the list will update:

Search I[ I}-ﬂatch whole words

Active WLAN Group

Search MMatch whaole words

Group Name Name/ESSID VLAN ID Authentication Encryption Additional Authentication
Default (0)
Empty

WLAN Group 2 (1)
matt2 4 1 WPAZPSK AES Mo additional authentic ation

WLAN Group 3 (1)
matts 1 WPAZPSK AES Mo additional authentic ation

IV-4-3. Clients

IV-4-3-1. Active Clients

Displays information about clients currently connected to the AP Amalgx
(reference numberlient MAC Address, AP MAC Address, WLAN (SSID), Rac
(2.4GHor 5GHz), Signal Strength received by Client, Connected Time, Idle
Time, Tx & Rx (Data transmitted and received by Client in KB), and the Vendo
of the client device.

You can set or disable ghe autefresh time for the client list or click
a wS ¥ Nb arkally refrésh.Y

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[ mﬂatch whole words
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Refresh time

Auto Refresh time * 1 Minute '~ 30 seconds Disable
Manual Refresh Refresh
|
v 14 =~
Active Clients .\cJ.C)
Search Match whole words
Index Client MAC Address AP MAC Address WLAN Radio Signal(%) Connected Time Idle Time Tx(KB) Rx(KB) Vender
1 6C:88:14:70:C2:14 74:DA38:00:00:24 WIZARD_TESTS 5GHz 100 3 min 33 secs 4320 17.974 627154 Intel Corporate
Sony Mobile C
2 B4:52.7TE:84DB:5B 00:AA'BB:.CC:DD:22 WIZARD_TEST1 2.4GHz 100 6 min 53 secs 120 8554 46.607 ommunications

AB

IV-4-4. Rogue Devices

Rogue access point tbetion can identify any unauthorized access points
which may have been installed in the network.

[ £t A01 aG{GFNIE G2 a0y F2N NRP3IdzS RS
Start

0

Unknown Rogue Devices displays information about rogue devices discoverec
during the scanindex (reference numbeChannel, SSID, MAC Address,
Security, Signal Strength, Type, Vendor and Action.

The search function can be used to locate a known rogue device. Type in the
search box and the list will update:

Search ]:[ I:g-.ﬂatch whole words

Rogue Devices

Scan Start

Unknown Regue Devices
Search Match whole words

Index  Channel S5ID MAC Address Security Signal (%) Type Vendor Action
Mo Rogue Device

Knewn Rogue Devices

Search Match whole words
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IV-4-5. Information

IV-4-5-1. All Events/Activities

Edimax Pro NMS

Displays a log of timstamped events for each access point in the Agage
the drop down menu to select an access point and view the log.

Select AP: | 74:DA:38:03:B6:20

2012/01/01 00:03:57: Managed AP(74:0A:38:03:B6:20) was discennected
2012/01/01 00:08:25: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:12:49: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:17:17: Managed AP(74:0A:38:03:B6:20) was discennected
2012/01/01 00:21:44: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:26:11: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:30:36: Managed AP(74:0A:38:03:B6:20) was discennected
2012/01/01 00:35:03: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:3%:27: Managed AP(74:DA:38:03:B6:20) was discennected
2012/01/01 00:43:35: Managed AP(74:0A:38:03:B6:20) was discennected
2012/01/01 00:48:22: Managed AP(74:DA:38:03:B6:20) was discennected
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IV-4-5-2.  Monitoring

Displays graphical monitoring information about access points in the Array for
2.4GHZ 5GHzTraffic Tx (data transmitted in MB), Traffic Rx (data received

in MB),No. of Clients, Wireless Channel, Tx Power (wireless radio power), CPI
Usage and Memory Usage.

Use the drop down menus to select an access point and date.

You can set or disédthe auterefresh time for the data:

Auto Refresh Time : "®' 1 minute 30 seconds Disable 35

Select AP: | 00 AABB.CC.DD22 T 201210102 * Auto Refresh Time © ® 1 mmute 30 seconds © Dhisable 47

Traffic TX

+ Select All

24GHz )
Traffic TX 21
IK]BI

Time (hour)

SGHz “hn
Traffic TX 217
(MB)
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IV-5. NMS Settings

IV-5-1. Access Point

Displays information about each access point and access point group in the
local network and allows you to edit access points and edit or add access
point groups.

Thesearchfunction can be used to locate an access point or access point
group. Type in the search box and the list will update:

Search I[: watch whole words

Access Point

Search Match whole words
. 24GTX .
MAC Address Device Name Model AP Group 2.4G Channel 5G Channel Power 5G TX Power Status Action
T4:DA38:03:B6:20  APT4DA3BO3BE20 WAP1TS0 AP Group 02 11 36 Full Full

Refresh | | Edit | | Delete Selected | | Delete All |

Access Point Group

Search Match whole words
Group Name AP Members = WLAN g WL.AH 2ilE Guest_Hetwork gE Guestﬂetwork RADIUS Profile  Access Control Profile
Profile Profile Profile Profile
System Default 0 Default Default Disabled Disabled Default
AP Group 02 1 WLAN Group 2 WLAM Group 3 Disabled Disabled Default

| Add | | Edit | | Clone | | Delete Selected | | Delete All |

Access Point Settings

Auto Approve * Enable Disable

Apply

TheStatusicon displaygrey(disconnected)red (authentication
failed/incompatible NMS versiongprange(upgrading firmvare),yellow
(connecting)green(connected) oblue (waiting for approval) for each
individual Managed AP. ReferV-4-1-1. Managed APStatus Icon$or full
descriptions.

< , : L
Thea ! O uikoRAsyehable you to allow or disallow an access p kajl
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Select & access point or access point group using the 7 [ Edi

checko 2 ESa | BOE Qf2A O 166 OZ2Yy T A 2y a

GAdde U2 I RR I ySg¢g I0OO0OSaa LI P dzL
Add

TheAccess Point Settingsanel can enable or disable Auto

Approve for all Managed APs. When enabled, MalagPs will automatically
join the AP Array with the Controller AP. When disabled, Managed APs must
be manually approved to join the AP Array with the Controller AP.

Access Point Settings

Auto Approve *' Enable Disable

Apply

Access Point Settings
Auto Approve Enable or disable Auto Approve for all
Managed APs

To manually approve a Managed AP, usedlieva ! OG0 A2y ¢ A O2Y
specified access point:

Edit Access Point

Configure your selected access point on your LAN. You can set the access
point as a DHCP client or specify a static IP address for yassagcint, and
assign the access point to an AP group, as well as edit 2.4GHz & 5GHz wirele
radio settings. An events log is displayed at the bottom of the page.

You can also uderofile Settinggo assign the access point to WLAN, Guest
Network, RADIU&Nd Access Control groups independently from Access Point
Group settings.

/| KSO1Ovérmd&Group Settings 02 E (2 dz&S RATTFSNS
for access points assigned to AP Groups:

¥ Override Group Setting
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Name APTADA3803B530

Descri ption

MAC Address 74:DA:38:03:B5:30

AP Group System Default v

IP Address Assignment Override Group Setting | Static IP Address »
IP Address 192.168.222.101

Subnet Mask 2552552550

Default Gateway User-Defined v | [192.168.222.2

Primary DNS User-Defined v | [192.168.222.3

Second lary DNS User-Defined v | [192.168.222 4

IP Address Assignment ;
9 ¥ Override Group Setting | DHCP Client v

IP Address 192.168.222 101

Subnet Mask 255 255 2550

Default Gateway From DHCP r | |192.168.222 2
Primary DNS From DHCP « | |192.168.222 3
Secondary DNS From DHCP r | |192.168.222 4

Basic Settings

Name Edit the access point name. The default nar
is AP + MAC address.
Description Enter a description of the access point for

reference e.g. % Floor Office.

MAC Address Displays MAC address.

AP Group Use the dop down menu to assign the AP t¢
an AP Group. You can edit AP Groups from
the NMS Setting#y Access Poinpage.

IP Address { St SO0 451/t [ tfASYG:
Assignment be assigned a dynamic IP address from yol
NP dzi SND& 51 / ta {aBINIDASA
manually specify a static/fixed IP address fc
your access point (below). Check the box
GhSNNARS DNRdzZLI { S
member of an AP Group and you wish to us
a different setting than the AP Group setting
IP Address Specify thdP address here. This IP address
will be assigned to your access point and w,
replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.255.0
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Default Gateway

C2NJ 51
default gateway from your DHCP server or
G! G5SNFA Y SRE
For static IP users, the default value is blan

[t

dza SNA X

0 2

Sy G SN

asft !

Primary DNS

LINR Y|
a,

NE

5 b {

DHCP users can selecC N2 Y 6 def t
a SNIZS NI
&5S\T At @ahdally enter aalue. For
static IP users, the default value is blank.

Secondary DNS

DHCP users can selecC N2 Y 6 def t

dSO2YyRIFINE 5b{ &aSNBSI
ord ! &559\F A tp Bahdally enter a value.
For static IP users, the default value is blan

Radio Settings

Wireless
Band
Auto Pilot

Auto Pilot Range
Auto Pilot Interval

Channel Bandwidth

B55 BasicRate Set

Ij;‘l
\Z) Advanced Settings

Contention Slot
Preamble Type
Guard Interval
802.11n Protection
OTIM Period

RTS Threshold
Fragment Threshold
Multicast Rate

Tx Power

Beacon Interval

Station idle timeout

Radio BIG/N (2.4 GHz)

Override Group Setting
Owverride Group Setting
Owverride Group Setting
Override Group Setting

Owverride Group Setting

Change channel even if clients are connected

Owverride Group Setting

Override Group Setting

Radio BIG/N (2.4 GHz)

Override Group Setting
Override Group Setting
Owverride Group Setting
Override Group Setting
Override Group Setting
Override Group Setting
Override Group Setting
Owverride Group Setting
Override Group Setting
Owverride Group Setting

Override Group Setting

Radio A/N (5.0 GHz)

Enable Override Group Setting | Enable ¥
11bigin * Override Group Setting | 11a/n/ac v
Enable Override Group Setting | Enable ¥
Ch1-11 Override Group Setting v

Half day v Override Group Setting |Half day ¥

Change channel even if clients are connected

Auto v Override Group Setting | Auto 80/40/20 MHz *

all v Override Group Setting | all v
Radio AN (5.0 GHz)

Short v Override Group Setting | Short

Short v Override Group Setting | Short ¥

Short GI ¥ Override Group Setting | Short GI

Enable ¥ Override Group Setting | Enable ¥

255 (1-255) Override Group Setting 255 (1-255)

2347 (1-2347) Override Group Setting [2347 (1-2347)

2346 (256-2345) Override Group Setting (2346 (256-2345)

Auto v Override Group Setting | Auto v

100% Override Group Setting | 100% ¥

100 (40-1000 ms) Override Group Setting [100 (40-1000 ms)

300 (30-65535 seconds) Override Group Setting |300 (30-65535 seconds)

Ralio Settings

Wireless

9yl ofS 2NJ RAalotS 0l
5GHz wireless radio. When disabled, no SS
on that frequency will be active.

Band

Select the wireless standard used for the
access point. Combinations of 802.11b,
802.11g, 802.11n &(.11ac can be selectel

Auto Pilot

Enable/disable auto channel selection. Autc
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channel selection will automatically set the
gANBKt Saa OKIyySt T2I
or 5GHz frequency based on availability an
potential interference. When disabledelect
a channel manually.

Auto Pilot Range Select a range from which the auto channe
setting (above) will choose a channel.

Auto Pilot Interval | Specify a frequency for how often the auto
channel setting will check/reassign the
wireless channel. Cheakdy OK S O1
OKIyySt S@Sy AT Of A
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet | Set a Basic Service Set (BSS) thi®is a
series ofrates to control communication
frames for wireless clients.

These settings are for experienced users only. Please do not change any of th
values on this page unless you are already familiar with these functions.

A Changing these seitigs can adversely affect the performance of

& your access point.

Advanced Settings

ContentionSlot [{ St SO0 a&{ K 2 tNidivalueasNided fp
contention windows in WMM (seB/-6-7.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancy Cheblkjck for
communication between thaccesoint and
roaming wireless adapter3he default value is
G{K2NIi t NSI YofS¢ o
Guard Interval Set the guard iterval. A shorter intervatan
improve performance.
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802.11g Protection| Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear toSend (CTS), before a packet is sent
from client.)

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Sed (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thie wireless radio. fie
default value is 234.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dzi2é asSitiaa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.
Beacon Interval Set the beacon interval afie wireless radio.
The default value $ 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.

Profile Settings

Radio B/GIN (2.4 GHz) Radio A/N (5.0 GHz)
WLAN Group Override Group Setting | VWLAN Group 2 ¥ Override Group Setting | WLAN Group 3 ¥

Guest Network Group Override Group Setting | Dizable ¥ Override Group Setting | Disable ¥

RADIUS Group Override Group Setting

Access Contreol Group Override Group Setting | Default

Profile Settings L o
WLAN Group l'aaAdy U0UKS | OOSaa LJ
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SSID(s) to a WLAN @po You can edit WLAN
groups iNNMS Setting®A WLAN

Guest Network laaAdy O0KS | 00Saa L
Group SSID(s) to a Guest Network Group. You ca|
edit Guest Network groups INMS Settings
A Guest Network

RADIUS Group laaA3dy 0KS 2MEHD SSIDYS) thk
RADIUS group. You can edit RADIUS grou
NMS Setting® RADIUS

Access Control laaA3dy OUKS | 00Saa L
Group RADIUS group. You can edit RADIUS grou
NMS Setting®y Access Control
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Add/Edit Access Point ®Bup
Configure your selected access point group. Access point group settings apply
to all access points in the group, unless individually set to override group

settings.

You can userofile Group Setting$o assign the access point group to WLAN,
Guest Néwork, RADIUS and Access Control groups.

TheGroup Settinggpanel can be used to quickly move access points between
exsiting groups: select an access point and use the drop down menu or searck
to select access point groups and use << and >> arrows to Afdsdetween

groups.

Basic Group Settings

Name System Default

Description System default group for APs

Basic Group Settings

Name Edit the access point group name.
Description Enter a description of the access point grou
for reference e.g.”? Floor Office Group.

Radio Group Settings

Radio B/G/N (2.4 GHz) Radio A/N (5.0 GHz)
Wireless Enable + Enable r
Band 11b/g/n ¥ 1Ma/nfac ¥
Auto Pilot Enable v Enable *
Auto Pilot Range Ch1-11 v v
Auto Pilot Interval Half day M Half day !

Change channel even if clients are connected Change channel even if clients are connected

Channel Bandwidth Auto v Auto 80/40/20 MHz
B55 BasicRate et all v all hd
(=) Advanced Settings

Radio BIG/N (2.4 GHz) Radio A/N (5.0 GHz)
Contention Slot Short ¥ Short ¥
Preamble Type Short ¥ Short v
Guard Interval Short GI v Short GI
802.11n Protection Enable v Enable r
DTIM Period 255 (1-255) 255 (1-255)
RTS Threshold 2347 (1-2347) 2347 (1-2347)
Fragment Threshold 2346 (256-2346) 2346 (256-2345)
Multicast Rate Auto v Auto v
Tx Power 100% v 100% r
Beacon Interval 100 (40-1000 ms) 100 (40-1000 ms)
Station idle timeout 300 (30-65535 seconds) 300 (30-65535 seconds)
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Radio Group Settings

Wireless Enable or disable the accesshpy I 3 NP
2.4GHz or 5GHz wireless radio. When
disabled, no SSIDs on that frequency will b
active.

Band Select the wireless standard used for the
access point group. Combinations of 802.1
802.11¢g, 802.11n & 802.11ac can be select
Auto Pilot Enabé/disable auto channel selection. Auto
channel selection will automatically set the
GANBKt Saa OKIyySt T2I
2.4GHz or 5GHz frequency based on
availability and potential interference. Wher
disabled, select a channel manually.

Auto Pibt Range Select a range from which the auto channe
setting (above) will choose a channel.

Auto Pilot Interval | Specify a frequency for how often the auto
channel setting will check/reassign the
GANBt Saa OKIyySto /|
channeleveniOf ASyGia I NS O
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet | Set a Basic Service Set (BSS) rate: this is &
series ofrates to controlcommunication
frames for wireless clients.

These settings are for experienced users only. Please do not change any of th
values on this page unless you are already familiar with these functions.

4 Changing these settings can adversely affect the penfiance of

ar

& your access points.

Advanced Settings

Contention Slot [{ St SO0 a&{ K 2 tNidivalueasNided fp
contention windows in WMM (seB/-6-7.
WMM).

125



Edimax Pro NMS

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancy Chebk)ck for
communication between thaccesgoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl YofSé¢od

Guard Interval Set the guard interval shorter intervatan
improve performance.

802.11g Protection| Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. e
default value is 2347.

Fragment Set the fragnent threshold ofthe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GUKS a! dziz2¢ aSidaiaAa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.

Beacon Interval Set the beacon interval dfe wireless radio.
The default value is 100.

Stationidle Set tle interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.
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Profile Group Settings

Radio BIG/N (2.4 GHz) Radio AN (5.0 GHz)
WLAN Group Default v Default
Guest Network Group Disable ¥ Disable v
RADIUS Group
Access Control Group Default v

Group Settings

Search Search
Group Name: System Defautt AP Group 02
MAC Address Device Name MAC Address Device Name
No Access Point. T4:DA:38:03:B6:20 APT4DA3BO3BE20

Members

Profile Group Settings

WLAN Group laaAr3dy GKS | O0Saa L
5GHz SSIDs to a WLAN Group. You can ec
WLAN goups inNMS Setting®a WLAN
Guest Network laaA3dy GKS | O00Saa L
Group 5GHz SSIDs to a Guest Network Group. Y
can edit Guest Network groups NMS
SettingsA Guest Network

RADIUS Group laaA3dy GKS | 0O0Saa L
to a RADIUS group. You can edit RADIUS
groups INNMS Setting? RADIUS

Access Control laaA3dy GKS | O00Saa L
Group RADIUS group. You can edit RADIUS grou|
NMS Setting®, Access Control.
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IV-5-2. WLAN

Displays information abowgach WLAN and WLAN group in the local network
and allows you to add or edit WLANs & WLAN Groups. When you add a WLAI
Group, it will be available for selectionWNMS Setting®y, Access Poinaccess
point Profile Settings& access point grouprofile GroupSettings(IV-5-1.)

Thesearchfunction can be used to locate a WLAN or WLAN Group. Type in
the search box and the list will update:

Search I[ N.ﬂatn:h whole words
WLAN
Search Match whole words
Name/ESSID VLAN ID Authentication Encryption Additional Authentication
matt2.4 1 WPAZ-PSK AES Mo additional authentication
matts 1 WPAZ-PSK AES Mo additional authentication

Add Edit Clone Delete Selected Delete All

WLAN Group

Search Match whole words
Group Name WLAN members WLAN member list
Default 0
WLAN Group 2 1 matt2.4
WLAN Group 3 1 matts

Add | | Edit | | Clone | | Delete Selected | | Delete All

Select a WLAN or WLAN Group using the chesles and Edit
Of AEQf & NJAddd A2 IGRR | Yy Sg 2 2
Group:

Add
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Add/Edit WLAN

WLAN Settings

Name/ESSID matt2.4
Description Created by Wizard
VLAN ID 1

Broadcast 5510 Enable v
Wireless Client Isolation | Disable

Load Balancing 50 V50

Authentication Method WPA-PSK

WPA Type WPAZ Only
Encryption Type AES v

Key Renewal Interval 60 minute(s)
Pre-shared Key Type Passphrase
Pre-shared Key abcd1234

Additional Authentication Mo additional authentication

WLAN Advanced Settings

Smart Handover Settings
Smart Handover Enable '®' Disable
RS55I Threshold -80 v |dB

WLAN Settings

Name/ESSID Edit the WLAN name (SSID).

Description Enter a description of the SSID for referenc
e.g. 2° Floor Office HR.

SSID Select which SSID to configure security
settings for.

VLAN ID Specify the VLAN ID.

Broadcat SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients a
an available WFi network. When disabled,
the SSID will not be visible as an available
Wi-Fi network to clientg clients must
manually enter the SSID in orderconnect.
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.
Wireless Client Enable or disable wireless client isolation.
|solation Wireless client isolation prevents clients
connected to the access point from
communicatingwith each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
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Of ASyiaQ dzaSNYy!Il YSa |
Load Balancing Load balancing limits the number of wireles
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the
Method drop down menu.

Additional Select an additional authentication method
Authentication from the drop down menu.

Varioussecurity options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

aLuQa SaasSyidAalt (G2 O2yFTAIdzNBE SANBTL
&= unauthorised access to your network.

‘l Select hardo-guess passwords which include combinations of
= numbers, letters and symbols, and change your password
regularly.

Please refer tdV-6-2-3.Securityfor more information on authentication and
additionalauthentication types.

WLAN Advanced Settings
Smart Handover Enable or disable Smart Handover.
RSSI Threshold Set a RSSI Threshold level.
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Add/Edit WLAN Group

When you add a WLAN Group, it will be available for selectibiiviB

SettingsA Access Poinaccess poinProfile Settings& access point group
Profile Group Setting$lV-5-1.)

WLAN Group Settings

Name WLAN Group 2
Description Created by Wizard
Search Match whole words
Members Name/ESSID VLAN ID
v matt2.4 Override |1

matt5 Override |1

WLAN Group Settings

Name Edit the WLAN Group name.

Description Enter a description of the WLAN Group for
reference e.g. ® Floor Office HR Group.

Members Select SIDs to include in the group using th
checkboxes and assign VLAN IDs.
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IV-5-3. RADIUS

Displays information about External & Internal RADIUS Servers, Accounts and
Groups and allows you to add or edit RADIUS Servers, Accounts & Groups.
When you add a RADS Group, it will be available for selectiorNiMS

SettingsA Access Poinaccess poinProfile Settings& access point group

Profile Group Setting§lV-5-1.)

Thesearchfunction can be used to locateRADIUS Server, Account or Group
Type in the seatcbox and the list will update:

Search ]:[ I:g-.ﬂatch whole words

Make a selection using the cheok2 E S & | BUE @QIN; } =
Of MG @2 FTRR | ySg 2[! b 2N WDN\E

External RADIUS Server
Search Match whole words

Name RADIU S server Authentication Port Session Timeout (sec) Accounting

Please add External RADIUS Server setting

| Add || Edit || Clone || Delete Selected || Delete All |

Internal RADIUS Server

Search Match whole words
Name EAP Authentication Session Timeout (sec) Termination-Action

Please add Internal RADIUS Server setting

| Add || Edit || Clone || Delete Selected || Delete All |

|

RADIUS Accounnt
Search Match whole words

Name Password

Please add User Account

| Add || Edit || Delete Selected || Delete All |

RADIUS Group
Search Match whole words
Name 24GHz 5GHz RADIUS accounts

Please add RADIUS group setting

| Add || Edit || Clone || Delete Selected || Delete All |
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Add/Edit External RADIUS Server

Name

Description

RADIUS Server
Authentication Port |1§12

Shared Secret

Accoun ting ® Enable ' Disable
Accounting Port 1813

Name Enter a name for the RADIUS Server.
Description Enter a descriptioof the RADIUS Server for
reference.

RADIUS Server Enter the RADIUS server host IP address.

Authentication Set the UDP port used in the authentication

Port protocol of the RADIUS server. Value must k
between 1¢ 65535.

Shared Secret Enter a shared seet/password between &

99 characters in length. This should match tk
aal'!-w! 5L { €& LI aaa2nNdor
V-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting Enable or disable RADIUS accounting.

Accounting Port | When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADIUS server. Value must be between
65535.
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Upload EAP Certificate File

EAP Certificate File Format PRCS#H12(* plep12)
Upload EAP Certificate File Choose File | Mo file chosen

Password 1 of EAP Certificate File

Upload

Internal RADIUS Server
N

Description

EAP Internal Authentication PEAP(MS-FPEAP) ¥
Shared Secret

Session-Timeou t 3600 Seconds

*' Reauthenication (RADIUS-Request)
Termination-Action Mot-Reauthenication (Default)
MNot-Send

Add/Edit Internal RADIUS Server

Upload EAP Certificate File

EAP Certificate File Disgays the EAP certificate file format:
Format PCK#12(*.pfx/*.p12)

EAP Certificate Filg/ t A O]l a | L)X 2 R¢ 02 2L
select the location of an EAP certificate file t
use. If no certificate file is uploaded, the
internal RADIUS server will use a-setide
certificate.

Internal RADIUS Server

Name Enter a name for the Internal RADIUS Serve

Description Enter a description of the Internal RADIUS
Server for reference.

EAP Certificate File Displays the EAP certificate file format:
Format PCK#12(*.pfx/112)

EAP Certificate Filg/ t A O]l a| L)X 2 R¢ 02 2L
select the location of an EAP certificate file ti
use. If no certificate file is uploaded, the
internal RADIUS server will use a-setfde

certificate.
EAP Internal Select BP internal authentication type from
Authentication the drop down menu.

134



Edimax Pro NMS

Shared Secret Enter a shared secret/password for use
between the internal RADIUS server and
RADIUS client. The shared secret should be
99 characters in length.

Session Timeout | Set a duration ofession timeout in seconds
between 0¢ 86400.

Termination Action| Select a terminatiofaction attribute:

awSl dzu KSYuAOlIuUA2y € a
UKS I OO0Sa avSUidXKySy T Adb,
a default terminatioraction attribute to the
accesspoini b F By Re y 2
termination-action attribute is sent to the
access point.

Add/Edit RADIUS Accounts

The internal RADIUSvsgrver can,authenticate up to 256 user accounts. The )
aw! 5L1 { l OO02dzyuaé LI 3IAS | ft26a e2dz 0

RADIUS Accounts

User Name
Example: USER1, USERZ, USER3, USER4

Enter usernams here

Add || Reset

User Registration List

Edimax Mot Configured Edit

Edit User Registration List

User Name Edimax (4-1Bcharacters)

Password 1 (6-32characters)

135



Edimax Pro NMS

RADIW Accounts

User Name Enterthe usernames here, separated by
commas.

Add /[ t AO]l da! RRe 102 | RR U
registration list.

Reset Clear text from the user name box.

User Registration List

Select Check the box to select a user.

User Name Disgdays the user name.

Password Displays if specified user name has a passw
(configured) or not (not configured).

Customize /| Tt A0l G9RAUGE G2 2LISY

password for the specified user name (below

Delete Selected

Delete selected usdrom the user registration
list.

Delete All

Delete all users from the user registration lis

Edit User Registration List

User Name Existing user name is displayed here and ca
be edited according to your preference.
Password Enter or edit a passwd for the specified user
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Add/Edit RADIUS Group

When you add a RADIUS Group, it will be available for selectidial
SettingsA Access Poinaccess poinProfile Settings& access point group
Profile Group Setting$lV-5-1.)

RADIUS Group Settings

Group
Name
Description
2.4GHz
RADIUS
5GHz
RADIUS

Primary : | Disabled ¥ | Secondary ;| Disabled v

Primary : | Disabled ¥ | Secondary ;| Disabled v

Search Match whole words
Members Use:
Add

mame Password

RADIUS Group Settmg

Group Name Edit the RADIUS Group name.
Description Enter a description of the RADIUS Group fc
reference.

2.4GHz RADIUS | Enable/Disable primary & secondary RADIL
servers for 2.4GHz.

5GHz RADIUS Enable/Disable primary & secondary RADIU
servers for 5Gz.
Members Add RADIUS user accounts to the RADIUS

group.
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I\V-5-4. Access Control

MAC Access Control is a security feature that can help to prevent
unauthorized users from connecting to your access point.

This function allows you to define a listraftwork devices permitted to

connect to the access point. Devices are each identified by their unique MAC
address. If a device which is not on the list of permitted MAC addresses
attempts to connect to the access point, it will be denied.

TheAccess Contrgdaneldisplays information about MAC Access Control &
MAC Access Control Groups and Groups and allows you to add or edit MAC
Access Control & MAC Access Control Group settings. When you add an
Access Control Group, it will be available for selectiddMBSettingsA

Access Poinaiccess poinProfile Settings& access point grouprofile Group
Settings(IV-5-1.)

Thesearchfunction can be used to locateMAC address or MAC Access
Control Group Type in the search box and the list will update:

Search I[ I}-.ﬂatn:h whole words

Make a glection using the cheet 2 ES & | B QIN [ ==
Of MG @2 FTRR | ySg a!/ ! RR @NJa
Group:

MAC Access Control

Search Match whole words

MAC Address Description

Add | | Edit Delete Selected Delete All

MAC Access Control Group

Search Match whole words

Group Name Policy Members

Default EBlacklist 0

Add Edit Clone Delete Selected Delete All
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Add/Edit MAC Access Control

MAC Access Contrel

Ad
Rema

id MAC Address
in entries (256)

Add || Reset

MAC Access Control List

MAC Address

Description Delete

Please add MAC Addresses

Add MAC Address

Enter a MAC address of computer or networ
device manualle® 3 ®bb-¢tldd-ee-¥ &rQ
enter multiple MAC addresseseparatedwith
commss, e.g.
Ha-bb-ccdd-ee-ff,aabb-ccdd-ee-ggQ

Add /[t A01 d&a! RRé G2 | RR i
MAC address filtering table.
Reset Clear all fields.
|/ P RRNBAAa SYyGNRSa 6ABE CABGENEG
y SYUNE dzaAy3d UKS d{SfSOus OKS
Select Delete selected or all entries from the table.
MAC Address The MAC address is listed here.

Delete Selected

Delete the selected MAC address from the
list.

Delete All Delete all entires from the MAC address
filtering table. _ )
Export /| f ARRdort d U2 al 89S | 0O2 L

filtering table. A new window will pop up for
you to select a location to save the file.
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Add/Edit MAC Access Control Group

When you add an Access Control Gratupill be available for selection in
NMS Setting®, Access Poinaccess poinProfile Settings& access point
groupProfile Group Setting§lV-5-1.)

MAC Filter Group Settings

Group Name
Description
Action Blacklist v
Search Match whole words

Members MAC Address Description
No MAC Access Control Profile

MAC Filter Group Settings

Group Name Edit the MAC Access Control Group name.

Description Enter a desription of the MAC Access Contt
Group for reference.

Action [ SESO0 d&.tlFO1ftAaGE |

MAC addresses in the group, and select
G2 KAUStAAaUE G2 LISNY/J
address in the group.

Members Add MAC addresses to the gpu
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IV-5-5. Guest Network

N

, 2dz Ol y &Sidzl) | y -FlnBiokkisd\gRigtiusers dab emfoy G £
WI-CA O2YYSOuUAUYDALEe @gAUK2dzU | OOSaaAy13d
screen displays settings for your guest®/network.

TheGuest Network panalisplays information about Guest Networks and
Guest Network Groups and allows you to add or edit Guest Network and
Guest Network Group settings. When you add a Guest Network Group, it will
be available for selection NMS Setting®\ Access Poinaccess pint Profile
Settings& access point grouprofile Group Setting§lV-5-1.)

Thesearchfunction can be used to locate@uest Network or Guest Network
Group Type in the search box and the list will update:

Search I[ w-.ﬂatch whole words

Make a selection using the chebkxes andO f AEGIf & N. ==
Of MOGE @2 IRR | yS¢ DdzSad b
Group.

2 N

Add

Search Match whole words

Name/ESSID VLAN ID Authentication Encryption Additional Authentication

Please add Guest Network setting

Add Edit Clone Delete Selected Delete All

Guest Network Group

Search Match whole words

Group Name Guest Network members Guest Network member list

Please a dd Guest Metwork Group setting

Add Edit Clone Delete Selected Delete All
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Add/Edit Guest Network

Guest Network Settings

Name/ESSID

Description

VLAN ID 1

Broadcast S5ID Enable ~
Wireless Client Isolation | STA Separator v
Load Balancing 50 I50

WMM Enable v

Authentication Method Mo Authentication v

Additional Authentication Mo additional authentication hd

Guest Access Policy

Traffic Shaping Settings
Traffic Shaping Disable ¥
Downlink 50 MB

Uplink 50 MB

Filtering Settings
IP Filtering Disable v
IP/Subnet Mask

0.0.0.0 10.0.0.0
Rules

0.0.0.0 10.0.0.0

0.0.0.0 10.0.0.0

Guest Network Settings

Name/ESSID Edit the Guest Network name (SSID).

Description Enter a description of the Guest Network fo
reference e.g2”0I Floor Office HR.

VLAN ID Specify the VLAN ID.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients a
an available WFi network. When disabled,
the SSID will not be visible as an available
Wi-Fi networkto clientsc clients must
manually enter the SSID in order to connec
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.
Wireless Client Enable or disable wireless client isolation.
|solation Wireless client isolation prewes clients
connected to the access point from
communicating with each other and improvi
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
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Of ASyiaQ dzaSNYy!Il YSa |
Load Balancing Load balancing limits the number of wireles
clients connected to an SSID. Set a load
balancing value (maximum 50).

WMM Enable or disable WMM (Wi Multimedia)
traffic prioritizing.

Authentication Select an authentication methoddm the

Method drop down menu.

Additional Select an additional authentication method

Authentication from the drop down menu.

Various security options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot kead by anyone who
does not know the correct encryption key.

aLuQa SaaSyuaAalt (02 O2y FTAIdzNBE H6ANBTL
& unauthorised access to your network.

Select hareto-guess passwords which include combinations of
numbers, letters and symbs| and change your password
regularly.

&

Please refer tdV-6-2-3.Securityfor more information on authentication and
additional authentication types.

Guest Access Policy
Traffic Shaping Enable or disable traffic shaping for the gue

network.
Downlink Enter a downlink limit in MB.
Uplink Enter an uplink limit in MB.
IP Filtering { St SO0 a5Syeéeé¢ 2N al! i

specified IP addresses to access the guest
YSU82N] ® { St SO0 G5A;
filtering.

Rules Enter IP addresses to be filteradcording to
the Deny or Allow rule specified above and
check the box for each IP address to be
filtered.

Add/Edit Guest Network Group
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When you add a Guest Network Group, it will be available for selection in
NMS Setting®y, Access Poinaccess poinProfile Settings& access point
groupProfile Group Setting§lV-5-1.)

Guest Group Settings

Description

Search Match whole words
Members

Name/ESSID VLAN ID

Guest Network Group Settings

Group Name Edit the Guest Network Group name.

Description Enter a description of the Guest Network fo
reference.

Members Add SSIDs to the Guest Netkgroup.
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IV-5-6. Zone Edit

Zone Edit displays information about zones for use with the Zone Plan feature
and allows you to add or edit zones.

Thesearchfunction can be used to find existing zon&gpe in the search box
and the list will update:

Search I[ N.ﬂatn:h whole words

N\

Make a selection using the cheok2 E Sa | B @fN L
Ot MOk @2 FRR I ySg T2ySo )
Add

L.

Search IMatch whole words

Mamel/Location Map Map Size Number of APs

" L} — ‘.
. e :‘—'—E-r—_z—— —x
d % 8, | (B 2 i
Gﬁ_]o K+

i) b, (AR
EDIMAX_SF N e L b 230371 bytes 2

o tleg S

| c':-"l

» 3 1 & %

3 Ay Fri 1Y

'Lbliiss_::'-:"'_j‘i””t i
P

Add || Edit || Clone || Delete Selected || Delete All
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Add/Edit Zone

Upload Zone Image

Map Image File Choose File | No file chosen

Upload

1

Name/Location EDIMAX_SF
Description
Search Match whole words
MAC Address Device Name Model Status

Member(s) System Default

b T4:DA:38:03:B5:30 APT4DA3B03B530 WAP1T50 O

L T4:DA38:00:00:B4 APT4DA3IBN000E4 O

v B0:1F:02:75:EA38 (®)

Upload Zone Image

Choose File Click to locate an image file to be displayed
a map in the Zone Plan feature. Typically a
floor plan imag is useful.

Zone Setting

Name/Location Enter a name of the zone/location.

Description Enter a description of the zone/location for
reference.

Members Assign access points to the specified
zone/location for use with the Zone Plan
feature.
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IV-5-7. Frmware Upgrade

Firmware Upgrade allows you to upgrade firmware to Access Point Groups.
First, upload the firmware file from a local disk or external FTP server: locate
0KS FAES yR Ot AO1 a&!' LX 2FRé 2NJ d/ KS
Firmware Namelirmware Version, NMS Version, Model and.Size

¢KSY OftAO1 a&! LIANFXRS '1ff¢ 0

~

Access Point groups from the list using chéck ESa I
{ St SOUSRE U2 dzLJANI RS 2yt e

_ dzZLJANI RS
R Of AO1.
S

f SOGSR

Sl><k< N

Firmware Upgrade

Local ® External FTP Server

Firmware Update File

FTP Server Address

Username
Password Show password
Check
Firmware Name Firmware Version NMS Version Maodel Size (bytes)

Access Point Groups

Group Name MAC Address Device Name Maodel IP Address Status Firmware Version NMS Version Progress

Mo Access Point in this group.

T4:0A:38:03:B6:20 APTADA3S03BE620 WAP1750 152.168.8.21 053 0.9.8.1 0%

Upgrade Selected Upgrade All Refresh
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I\V-5-8. Advanced

IV-5-8-1. System Security

Configure the NMS system login name and password.

System Security

NMS System Name adminisrator
NMS Security Key 1234567890123456 (8~16 Characters)
Apply

IV-5-8-2. Date & Time

Gonfigure thedate & timesettings ofthe AP ArrayThe date and time of the
access pointsan be configured manually or can be synciized with a time

server.

Date and Time Settings

2012+ Year Jan ¥ Maonth 1 A Day

Local Time
0 v Hours 00 v Minutes 00 v Seconds

| Acquire Current Time from Your PC |

NTP Time Server

Use NTP Enable
Server Name

Update Interval 24 (Hours)

Time Zone

Time Zone (GMT-06:00) Central Time (US & Canada) r

Date and Time Settings

Local Time {SG GKS 00Saa LRAYID
using the drop down menus.

Acquire Current |/ € A O1 a&! Olj dzA NB / dzNNFB
Time from your P( enter the required values automaticgll

F OO2NRAY3I (G2 &2dzNJ O2
date.
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NTP Time Server

Use NTP The access poinalsosupports NTP (Network
Time Protocol) for automatic time and date
setup.

Server Name Enterthe host name or IP address of thime

server if you wish

Update Interval | Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ region. |
your country/region is not listed, please selec
another country/region whse time zone is the
same as yours.
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IV-6. Local Network
IV-6-1. Network Settings

IV-6-1-1. LANSiIde IP Address

¢tKS 4fARIB Lt |RRNX&a&a¢ LI 3IAS [ fft26a &2
your Local Area Network (LAN). You can enable the accagg@o
ReYylFIYAOIffte NBOSAOGS |y Lt | RRNBaa ¥
specify a static IP address for your access point, as well as configure DNS
servers. You can also set your AP Controller as a DHCP server to assign IP
addresses to other deses on your LAN.

4hCcKS | 00Saa LlAyidoa RSTLdA G Lt I RR

A Disable other DHCP servers on the LAN if using AP Controllers
~ DHCP Server.

LAN-side IP Address

IP Address Assignment Static |P Address ¥
IP Address 192.168.222.220
Subnet Mask 255.255.255.0
Default Gateway 192.168.222 1
Primary DNS Address 0.0.0.0
Secondary DNS Address 0.0.0.0

LANSside IP Address

IP Address {SESO0 a{aGlIFIGdAO Lt € |
Assignment static/fixed IP adress for your access point.
{StSO0 as51/t [ tASYG:
be assigned a dynamic IP address from yol
NP dzi SNR& 51/t aSNBSI
for your access point to act as a DHCP sen
and assign IP addresses on your LAN.

StaticlP Address
IP Address Specify the IP address here. This IP addres
will be assigned to your access point and w,
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replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.255.0

Default Gateway |For DHCP users,s€léi G CNR Y 5 |
default gateway from your DHCP server or
G! B5SNIAYSRéE (G2 SyiaSN
For static IP users, the default value is blan
Primary DNS For static IP users, the default value is blan
Address
Secondary DNS | For stdic IP users, the default value is blank
Address

LAN-side IP Address

IP Address Assignment DHCP Client

IP Address 192.168.222.220

Subnet Mask 255 255 2550

Default Gateway From DHCP v [|192 168.222 1
Primary DNS Address From DHCP + |0.0.0.0
Secondary DNS Address From DHCP * |[0.0.0.0

DHCP Client

IP Address 2 KSYy a51/t [ tASyGe |
cannot be modified.

Subnet Mask 2 KSYy a51/t [ ftASyGe |

cannot be modified.

Default Gateway |[{ St SOU GCNRY 5er-3 3 EA Y
and enter a default gateway.

Primary DNS { St SO0 GCNRY 5I1-33EAY
Address and enter a primary DNS address.
Secondary DNS [{ St SO0 AGCNRY 5I1-33EAY
Address and enter a secondary DNS address.
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LAN-side IP Address

-
4

IP Address Assignment DHCP Server

IP Address 192.168.222.220

Subnet Mask 255.255.255.0

IP Address Range 192.168.222.120 ~1192.168.222.140
Domain Name WAP1750

Lease Time Forever

Default Gateway 192.168.222.1

Primary DNS Address 0.000

secondary DNS Address 0.0.0.0

DHCP Server Static [P Address

Index MAC Address IP Address Action
1 Add

DHCP Client List

Index MAC Address IP Address Lease Time
Mo DHCP Client

DHCP Serve

IP Address Specify the IP address here. This IP addres
will be assigned to your access point and w,
replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.255.0

IP Address Range | Enter the start and end IP dckss of the IP

I RRNB&aa NIF¥Iy3IS 6KAOK
server will assign to devices on the network
Domain Name Enter a domain name.

Lease Time Select a lease time from the drop down
menu. IP addresses will be assigned for thit
period of time.

Default Gateway | Enter a default gateway.

Primary DNS Enter a primary DNS address.
Address

Secondary DNS | Enter a secondary DNS address.
Address

L 2dzNJ F OO0Saa LRAyGQa 51/t aASNWSNI OFy o
addresses to specified network dees, identified by their unigue MAC address:

DHCP Server Static IP Address
MAC Address Enter the MAC address of the network devi

to be assigned a static IP address.
152




Edimax Pro NMS

IP Address Specify the IP address to assign the device
Add Click to assign the Bdress to the device.

IV-6-1-2. LAN Port Settings

TKS aG[!b t2NI¢ LI IS tt2¢a &2dz (2
Controllers wired LAN (Ethernet) ports.

Wired LAN Port Settings

Wired LAN Port Enable Speed & Duplex Flow Control 802.3az
Wired Port (£1) Enabled Auto v Enabled - Enabled

Wired Port (#2) Enabled Auto v Enabled Enabled

Wired LAN Port |dentifies LAN port 1 or 2,

Enable Enable/disable specified LAN port.

Speed & Duplex Select a speed & duplex type for specified L,
L2NU TS 2NJ dzaS 0KS 4a! d
operate up to 1000Mbps and futluplex
enables simultaneous data packet
transfer/receive.

Flow Control Enable/disable flow control. Flow control can
pause new session request until current date
processing is complete, in order to avoid
device overloads under heavy traffic.
802.3az Enable/disable 802.3az. 802.3az is an Energ
Efficient Ethernet feature which disables
unused interfaces to reduce powesage.
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IV-6-1-3. VLAN

¢CKS G+x[!bé¢ O+xANIdzrt [20Ff ! NBSI bSig
settings. A VLAN is a local area network which maps workstations virtually
instead of physically and allows you to group together or isolate users from
eachother. VLAN ID$ ¢ 4095are supported.

A VLAN IDs in the rangkg 4095are supported.

VLAN Interface

Wired LAN Port VLAN Mode VLAN ID
Wired Port (#1) Untagged Port ¥ 1

Wired Port (#2) Untagged Port v 1

Wireless 2.4GHz VLAN Mode VLAN ID
SEID [AMPED_DMNS_TEST] Untagged Port 1

Management VLAN

VLAN ID 1

VLAN Interface

Wired LAN Identifies LAN port 1 or @ahdwireless SSIDs
Port/Wireless (2.4GHz or 5GHz).
VLAN Mode {SEtSO0 da¢lIIASR t 2NIéE
specfied LANnterface.
VLAN ID Set a VLAN ID for specified interface, if
G! yal 33ISR t 2NI¢€ Aa a
Management VLAN
VLAN ID Specify the VLAN ID of theanagement VLAN

Only the losts belonging tahe sameVLAN car
manage the device

154



Edimax Pro NMS

IV-6-2. 2.4GHz 1khgn

0 2

Thea H®n DI T wmMmoOo3yé YSydz Fft26a &2dz
| 6ANBf Saa

@2dzNJ  00Saa LRAYyGQa HOnDI
Advanced, Security and WDS.

IV-6-2-1. Basic
Thed .  aA0¢ &ONBSY RA&LIX I &Ld2 Aoyl Gaha0-Riadsnii
network(s).

2.4GHz Basic Settings

Wireless *' Enable Disable
Band 11bign v
Enable 5510 number 1 -
55ID1 AMPED_DMNS_TEST VLAN 1D |1
Auto Channel *' Enable Dizable
Auto Channel Range Ch1-11+
Auto Channel Interval Oneday v
Change channel even if clients are connected
Channel Bandwidth Auto
BSS BasicRateSet 1.2,5.511 Mbps
Auto Channel Enable '* Disable
Channel Ch 11, 2462MHz ¥
Channel Bandwidth Auto, +Ch 7 v
B55 BasicRate Set 1.2,5.5.11 Mbps
Wireless 9yl o6fS 2NJ RAalo6tS 0l

wireless radio. When disabled, no 2.4GHz
SSIDs will be active.

Band Select the wireless standard used for the
access point. Combinations of 802.11b,
802.11g &302.11n can be selected.

Enable SSINumber | Select how many SSIDs to enable for the
2.4GHz frequency from the drop down men
A maximum of 16 can be enabled.

SSIE Enter the SSID name for the specified SSIC
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to 16). The SSID can consist of any
combiration of up to 32 alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto channel selection. Autg

channel selection will automatically set the
GANBKt Saa OKIyySt T2I
frequency based on adability and potential
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (above) will choose a channel.
Auto Channel Specify a frequency fdrow often the auto
Interval channel setting will check/reassign the
GANBt Saa OKIyySto |/
OKI yySt S@gSy AT OfA
according to your preference.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but lessterference), 40MHz
(higher performance but potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRateSet | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wreless clients.

[
b

When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel fraht 11.
Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), 40MHz
(higher performancdut potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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I\V-6-2-2. Advanced

These settings are for experienced users only. Please do not change any of thi
values on this page unless you are already familiar with these functions.

ﬂ Changing these settings can adversely affect the performance of

& your access point.

2.4GHz Advanced Settings

Contention Slot Short ¥

Preamble Type Short ¥

Guard Interval Short GI -

802.11g Protection * Enable Disable
802.11n Protection * Enable Disable
DTIM Period 1 (1-255)
RTS Threshold 2347 (1-2347)
Fragment Threshold 2346 (256-2346)
Multicast Rate Auto

Tx Power 100% v

Beacon Interval 100 (40-1000 ms)

Station idle timeout 60 (30-65535 zeconds )

Contention Slot [{ St SO0 & { K 2tNdvalueasNided fp
contention windows in WMM (seB/-6-7.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancyh€ck)block for
communication between thaccesgoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl YofSé¢ o
Guard Interval Set the guard interval shorter intervatan
improve performance.

802.119g Protection| Enable/disable 802.11g prettion, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)
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802.11n Protection| Enable/disable 802.11n protagon, which

increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indican
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. fie
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dziz2zé asSiaiaa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially maliciais/unknown users in distdn
areaswill not be able to access your signal.

Beacon Interval Set the beacon interval dfhe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a watess client to verify if
the station is still alive/active.
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IV-6-2-3. Security

The access point provides various security options (wireless data encryption).
When data is encrypted, information transmitted wirelessly cannot be read by

Edimax Pro NMS

anyone who doesat know the correct encryption key.

AlLiQa SaaSyiaalt G2 O2yFTAIdINBE SANBL

&= unauthorised access to your network.

4L Select hareto-guess passwords which include combinations of

&b

& numbers, letters and symbols, and change your paseivo

regularly.

2.4GHz Wireless Security Settings

SSID
Broadcast SSID
Wireless Client Isolation

Load Balancing

Authentication Method

Additional Authentication

AMPED_DMS_TEST v
Enable v
Disable

50 V50

No Authentication ¥

No additional authentication

SSID

Select which SSID to configure security setti
for.

Broadcast SSID

Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will not be visible as available Wi
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client
Isolation

Enable or disable wireless client isolation.
Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
YR OFy LINB@SY (G o6 NHzi
usernames and passwords.
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Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the dr¢
Method down menu and refer to the infonation

below appropriate for your method.
Additional Select an additional authentication method
Authentication from the drop down menu and refer to the

information below [V-6-2-3-6.) appropriate for
your method.

IV-6-2-3-1. No Authentication
Authentication is disabled and no password/key is required to connect to the
access point.

4 Disabling wireless authentication is not recommended. When
-‘L“-FVU\éI- 0f SRY Iyeéo2Reé ¢gAGKAY NI¥y3aS O
IV-6-2-3-2. WEP

WEP (Wired Equivalent Privacy abasic encryptiortype. For a higher
level of security consider using WPA encryption.

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.
KeyType | K22a$S T NP Yalpbahumerical ¢

character0-9,a-zand A-%20 2 Nang | SE
characters from @, a-f and A-F).

Default Key Select which encryption key {14 below) is the
default key. For security purposes, you can s
up to four keys (below) and change which is
the default key.

EncryptionKey 1¢ | Enter your encryption key/password accordin
4 to the format you selectedbove
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IV-6-2-3-3. |IEEE802.1x/EAP

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.

IV-6-2-3-4. WPAPSK

WPAPSK is a secure wireless encryptiype with strong data
protection and user authentication, utilizing 1-B& encryption keys.

WPA Type Select from WPA/WPA2 Mixed ModRSK,
WPA2 or WPA only. WPAZ2 is safer than WP
only, but not supported by all wireless clients
Pleasemake sure your weless client suppost
your selection.

Encryption {StSOG a¢YLtk! 9{ aAE
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

PreSharedKey |/ K22&S FTNRBY q@3F aalJKN

Type alphanumeric character® NJ a1 SE ¢

characters from @, a-f and A-F).

PreShared Key Pleaseenter a security key/password accordir
to the format you selectedbove

IV-6-2-3-5. WPAEAP

WPA Type Select from WPA/WPA2 Mixed Mo@AP,
WPAZEAP or WPAAP.

Encryption St SO0 a¢YLtk! 9{ aAiE:
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

45 WPAEAP must be disabled to use MARADIUS authentication.
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IV-6-2-3-6. Additional Authentication
Additional wireless authenticadn methods can also be used:
MAC Address Filter

Restrict wireless clients access based on MAC address specified in the MAC
filter table.

Q SeelV-6-6.MAC Filteto configure MAC filtering.

MAC Filter & MAEGRADIUS Authentication
Restrict wireless clientsccess using both of the above MAC filtering &
RADIUS authentication methods.

MAGRADIUS Authentication
Restrict wireless clients access based on MAC address via a RADIUS server,
password authentication via a RADIUS server.

Q SeelV-6-5.RADIU® configure RADIUS servers.

Q WPS must be disabled to use MARADIUS authentication. See
IV-6-4. for WPS settings.

@ se MAC address
MAC RADIUS Password U=ze the following pazsword

MAC RADIUS Select whether to use MAC address or
Password password authentication via RADIUS server.
¢2dz aSt SO0 a! asS éenter
the password in the field below. The passwo
aK2dz R YI 00K GKS a{K
IV-6-5. RADIUS
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IV-6-2-4. WDS

Wireless Distribution System (WDS) can bridge/repeat access points together
in an extended network. WDS settings can be caméid as shown below.

ﬂ When using WDS, configure the IP address of each access point to

& be in the same subnet and ensure there is only one active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each acqasisit, using correct MAC addresses.
All access points should use the same wireless channedragiption
method.

2.4GHz

WOD'S Functionality Disabled A
Local MAC Address Disabled
WDS with AP
Dedicated WDS
WDS Peer Settings
WDS MAC Address
WDS#2 MAC Address
WDS#3 MAC Address
WDS#4 MAC Address
WDS VLAN
VLAN Mode Untagged Port ¥ |(Enter at least one MAC address.)
VLAN ID 1
WDS Encryption method
Encryption Mone ¥ |(Enter at least one MAC address.)
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2.4GHz

WDS Functionality [{ St SOG a2 5{ ¢ A Witk access
point2 NJ a25{ 5SRAOIGSR
and also block communicatiowith regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Setiys

WDS # Enter the MAC address for up to four other
WDSdevices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN madedUntagged
Porte or dTagged Po#ét @

VLAN ID Specify the WDS VLANvbendUntagged
Port A& &4SftSOUSR | 020

WDS Encryjon method

Encryption [ St SO0 S6KSUKSNI G2 dza
encryption and enter a prghared key for AES
consisting 08-63 alphanumeric characters
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IV-6-3. 5GHz 1lac 11lan

¢KS apDIT wmMmMEO mMml yEé
e 2 dzNJ I O O SaHAa wirklisd ngtivddkaacross four categories: Basic,

Advanced, Security and WDS.

IV-6-3-1. Basic

¢KS da. I aaoé
network (s).

5GHz Bazic Settings

Wireless
Band
Enable 5510 number

53101

Auto Channel

Auto Channel Range

Auto Channel Interval

Channel Bandwidth

B55 BasicRate et

Auto Channel
Channel
Channel Bandwidth

B55 BasicRate Set

a0ONBSYy RAALIX Il &a ol &AO

Enable '* Disable
1a/nfac ¥
1 -
WAP1T50-03EC1A_A VLAN 1D |1

* Enable Disable
Band1 v
Oneday v
Change channel even if clients are connected
Auto 80/40/20 MHz ~
6,12,24 Mbps v

Enable * Disable
Ch 36, 518GHz v
Auto 80/40/20 MHz ¥
6,12,24 Mbps ¥

YSydz ff264

Wireless Enable or disable the acées LJ2 A YV U Q
wireless radio. When disabled, no 5GHz S§
will be active.

Band Select the wireless standard used for the

access point. Combinations of 802.11a,
802.11n & 802.11ac can be selected.

Enable SSINumber

Select how many SSIDs to enable far 5GHz

frequency from the drop down menu. A
maximum of 16 can be enabled.
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SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID can consist of any
combination of up to 32 alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto channel selection. Autc

channel selection will automatically set the
GANBKt Saa OKIyySt T2I
frequency based on availability and potentig
interference. When disabled, select a chan
manually as showin the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (above) will choose a channel.

Auto Channel Specify a frequency for how often the auto
Interval channel setting will check/reassign the
wireless channel. Check/ukcS O1 G K S
OKI yySt S@gSy AT Of A
according to your preference.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interence
level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.

When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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I\V-6-3-2. Advanced

These settings are for experienced users only. Please do not change any of th
values on this page unless you are already familiar with these functions.

A Changing these séihgs can adversely affect the performance of

& your access point.

5GHz Advanced Settings

Guard Interval Short GI ¥

802.11n Protection ® Enable Disable

DTIM Period 1 (1-255)

RTS Threshold 2347 (1-2347)
Fragment Threshold 2346 (256—2348)
Multicast Rate Auto

Tx Power 100% ~

Beacon Interval 100 (40-1000 ms)

Station idle timeout 60 (30-65535 seconds)

Guard Interval Set the guard interval shorter intervatan
improve performance.

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. iie
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast pkets or
dza S GKS a! dzi2é¢ asSitiaa

Tx Power Set the power output ofhe wireless radio. Yol

maynot require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to acess your signal.
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Beacon Interval

Set the beacon interval dlfie wireless radio.
The default value is 100.

Stationidle
timeout

Set the interval for keepalive messages from
the access point to a wireless client to verify
the station is still alive/adve.
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IV-6-3-3. Security

The access point provides various security options (wireless data encryption).
When data is encrypted, information transmitted wirelessly cannot be read by
anyone who does not know the correct encryption key.

n LGQ& S acanSoyiré wileléss security in order to prevent

&= unauthorised access to your network.

A Select hareto-guess passwords which include combinations of

= numbers, letters and symbols, and change your password
regularly.

5GHz Wireless Security Settings

551D WAP1750-03EC1A_A ¥
Broadcast 5510 Enable
Wireless Client Isolation Dizable

Load Balancing 50 50

Authentication Method No Authentication ¥

Additional Authentication Mo additional authentication

SSID Select which SSID to configuesrity settings
for.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will not be visible as an availableFVi
network to clientsg clients must manally
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client Enable or disable wireless client isolation.
Isolation Wireless client isolation prevents clients
connected to the acess point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
YR OFy LINB@SY (G o6 NHzi
usernames and passwords.
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Load Balancing Load balancingmits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the dr¢

Method down menu and refer to the information
below appropriate for your method.

Additional Select an additional authentication method

Authentication from the drop down menu and refer to the
information below appropriate for your
method.

Please refer back tl/-6-2-3. Securityfor more information on authentication
and additional authenticatiotypes.
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IV-6-3-4. WDS

Wireless Distribution System (WDS) can bridge/repeat access points together
in an extended network. WDS settings can be configured as shown below.

A When using WDS, configure the IP address of each access point to

& be in the samesubnet and ensure there is only one active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses
All access points should use the same wireless channetrzargipion
method.

5GHz WDS Mode

WDS Functionality Disabled v
Local MAC Address Disabled

WDS with AP

| Dedicated WDS

‘WDS Peer Settings

WDS# MAC Address
WDS#2 MAC Address
WDS #3 MAC Address

WDS5#4 MAC Address

WDS VLAN

VLAN Mode Untagged Port ¥ |(Enter at least one MAC address.)

VLAN ID 1

Encryption methed

Encryption MNone ¥ |(Enter at least one MAC address.)

5GHz WDS Mode

WDS Functionality |[{ St SOG a2 5{ ¢ A Witk access
point2 NJ d25{ 5SRAOIGSR
and also block communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings
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WDS # Enter the MAC address for up to four other
WDA devices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN maddeiUntagged
Porte or dTagged Po#

VLAN ID Specify the WDS VLANWDen dUntagged
Portt is selected above.

WDS Encryption

Encryption { St SO0 VKSIKSNI G2 dza
encryption and enter a prghared key foAES
with 8-63 alphanumeric characters
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IV-6-4. WPS

Wi-Fi Protected Setup is a simple way to establish connections between WPS
compatible devices. WPS can be activated on compatible devices by pushlng '
WPS button on the device or from within th&ddA OS Q& FANX & NE
AYGSNFIFOS 61y2ey |a t./ whedWwPSaza K . d
activated in the correct manner and at the correct time for two compatible
RSOAOSas GKSeé gAfft Fdziz2YlFradaaolrtfte O2
which includes the additional use of a PIN code between the two devices for
verification.

A~ A A~

t £t SFaAS NBFSNI (2 YIydzFlI OGdzNBNRA Ay
“dewce

WPS ¥| Enable

Product PIN 02570501 | Generate PIN
Push-button WPS Start

WPS by PIN Start

WPS Security

WPS Status Configured | Release

WPS Check/uncheck this box to enable/disable W
functionality. WPS must be disabled when
using MAGRADIUS authentication (see
IV-6-2-3-6. & I\L6-5).

Product PIN Displays the WPS PIN code c tlevice, used
for PIN code WPS. You will be required to et
this PIN code into another WPS device for P
O2RS 2t{® /tAO]l daDay
new WPS PIN code. o
PushButton WPS |/ f AO] &a{ GF NL€¢ a2 I O
point for approximately 2 minutes. This has t
same effect as physically pushing the acces:
LRAYVIQE 2t{ odzil2y®
WPS by PIN Enter the PIN code of another WPS device &
cicka { U ND€é¢ a2 FauSYLI
connection for approximately 2 minutes.
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WPS Status WPS security status is displayed here. Click
GwSf SIasSé¢ G2 Ot SI NI

IV-6-5. RADIUS

¢KS w!5L!'{ &dz YSydz fft26a RARBIUSE G2 C
server settings, categorized into three submenus: RADIUS settings, Internal
Server and RADIUS accounts.

A RADIUS server provides ubased authentication to improve security and
offer wireless client contraf users can be authenticated beforeigiag
access to a network.

The access point can utilize both a primary and secondary (backup) RADIUS
server for each of its wireless frequencies (2.4GHz & 5GHz). External RADIUS
aAaSNUSNR OlFyYy 0S dzaSR 2Z2NJ UKS |O0OOSaa L

4 Touse RADIUS servers, gaitg 2 O f B SDMNA (e ¢
&y RRAGAZYI ahoblzalefcﬁ@fu OwiiseyEg
| dzil K 8 Y (i (3eBIV-Gi2)3 Ry\EE-3-3).
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IV-6-5-1. RADIUS Settings

Configure the RADIUS server settings for 2.4GHz & 5GHz. Each frezprency
use aninternal or externaRADIUS server.

RADIUS Server (2.4GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

Secondary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

RADIUS Server (5GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

Secondary RADIUS Server

Internal '*' External

1812

3600 second(s)

*! Enable Disable

1813
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RADIUS Type { St SOuU daLyuU
built-Ay w! 5L} {
external RADIUS server.

RADIUS Server Enter the RADIUS server host IP address.

Authentication Set the UDP port used in the authentication

Pat protocol of the RADIUS server. Value must
between 1¢ 65535.

Shared Secret Enter a shared secret/password betweeng 1

99 characters in length. This should match tk
dal!w! 5L { € LI a&a2-nNdor
I\V-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting Enable or disable RADIUS accounting.

Accounting Port | When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADUS server. Value must be betweenq ]
65535.

IV-6-5-2. Internal Server

The access point features a buittRADIUS server which can be configured as
aKz2gy o0St2g dzaSR gKSYy aLYUSNyFrteée Aa
bSUgANIwW! 5L {{¥6yazpIa

4 Touse RADIUS servers, gaitd A N5t S&d 4 af SOUNF o & €
&  RRAGAZYf ahddeéldcE g G A OWEi B B Y E
| dzil K § Y (i (Ae@IV-Gi213 RY\ES-3-3).

5

Internal Server Enable

EAP Internal Authentication PEAP(MS-PEAP) v
EAP Certificate File Format PRCS#12(*.pf/*p12)
EAP Certificate File Upload

Shared Secret

Session-Timeou t 3600 second(s)

®' Reauthenication (RADIUS-Request)
Termination-Action Met-Reauthenication (Default)

Mot-Send
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Internal Server Check/uncheck to enable/disable the access
LIZAYUuQa AViurgseNy It w! 5

EAP Internal Select EAP internal authentication type from

Authentication the drop down menu.

EAP Certificate Filg Displays the EAP certificate file format:

Format PCK#12(*.pfx/*.pl12)

EAP Certificate Filg/ t A O]l a| L)X 2F R¢ 02 2L
sekct the location of an EAP certificate file ta
use. If no certificate file is uploaded, the
internal RADIUS server will use a-set{de
certificate.

Shared Secret Enter a shared secret/password for use
between the internal RADIUS server and
RADIUS clienT.he shared secret should be;1
99 characters in length. This should match tf
aa'!-w! 5L { ¢ LI aabd2-Ndor
IV-6-3-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Termination Action| Select a terminatiofaction _attribute:

awSl dzu KSYuAOlIuAZ2yé _a
uUuKS [ O0Sa avSlidXKysya Addb
a default terminatioraction attribute to the

I OO0Saa LPIAWRE b 20
termination-action attribute is sent to the
access point.
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IV-6-5-3. RADIUS Accounts

The internal RADIUSvsgrver can,authenticate up to 256 user accounts. The )
aw! 5L1 { 1 O02dzyuaé LI 3IAS [ftft2ga ez2dz 0

RADIUS Accounts

User Name
Example: USER1, USERZ, USER3, USER4

Enter username here

Add || Reset

User Registration List

Select User Name Password Customize

Edimax Mot Configured Edit

Delete cted || Delete All

Edit User Registration List

User Name Edimax (4-16characters)

Password (B-32characters)

User Name Enterthe usernames here, separated by
commas.

Add /| £t A01 da! RRE toithd userRR
registration list.

Reset Clear text from the user name box.

Select Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name has a passw
(configured) or not (not configured).

Customize dAO]l G9RAUE U2 2LISY
password for the specified user name (below
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Delete Selected Delete selected user from the user registrati
list.
Delete All Delete all users from the user registration lis

Edit User Registration List

User Name Existing user name is displayed here and ca
be edited according to your preference.
Password Enter or edit a password for the specified us
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IV-6-6. MAC Filter

Mac filtering is a security feature that can help to prevent unauthorizedsuser
from connecting to your access point.

This function allows you to define a listraftwork devices permitted to

connect to the access point. Devices are each identified by their unique MAC
address. If a device which is not on the list of permitted MAdresses

attempts to connect to the access point, it will be denied.

A To enable MAC filtering, gotd [ 2 OF f 4 S S Q¢RI & & ¢
&2 41 RRAGAZ2YFE ahdzéldcts & U A O GsbeAebE-BLE
& IV-6-3-3).

The MAC address filtering table is dig@d below:

Add MAC Addresses

Add Reset
MAC Address Filtering Table
Select MAC Address
] FC:F8:AE:43:43.TE

Delete Selected Delete All Export

Add MAC Address | Enter a MAC address of computer or networ
device manuallye® 3 ®dbb-dtidd-ee-T ®rQ
enter multiple MAC addresseseparatedwith
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commss, e.g.
WHa-bb-ccdd-ee-ff,aa-bb-ccdd-ee-ggQQ
Add /| fA01 d! RRé (2 | RR 0
MAC address filtering table.
Reset Clear all fields.
al!/ | RRNX&aa SyGNrxRSa ogAraftf o6S tAads
Iy SYOdNR dzaAy3a (0KS a{StSO0¢ OKSO]
Select Delete selected or all entries from the table.
MAC Address The MAQGxddress is listed here.
Delete Selected Delete the selected MAC address from the
list.
Delete All Delete all entries from the MAC address
filtering table.
Export | ft ARQdoré a 2 al @S | O2L
filtering table. A new window will pop up for
youto select a location to save the file.
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IV-6-7. WMM

Wi-Fi Multimedia (WMM) is a ki Alliance interoperability certification

based on the IEEE 802.11e standard, which provides Quality of Service (QoS)
features to IEE 802.11 networks. WMM prioritizesffic according to four
categories: background, best effort, video and voice.

WMM-EDCA Settings

WMM Parameters of Access Point
CWMin CWWMax AIFSN T=OP

10 0
6 0
4 94
3 a7

Back Ground
Best Effort
Video

o | o] [ | [
= [=][w]|[~

Voice

WMM Parameters of Station
CWMin CWWMax AIFSH T=0OP

10
10
4
3

Back Ground
Best Effort
Video 94

47

[SS RS R R CNR Y
PP =~
=

Voice

Configuring WMM consists of adjusting parameters on queues for different
categories of wireless traffic. Traffic is sent to the following queues:

Background |Low High throughput, non time sensitive bulk
Priority data e.g. FTP

Best Effort |Medium Traditional IP data, medium throughput and
Priority delay.

Video High Time sensitive video data with minimum
Priority time delay.

Voice High Time sensitive data such as Valirl
Priority streaming media with minimum time delay.

Queues automatically provide minimum transmission delays for video, voice,
multimedia and critical applications. The values can further be adjusted
manually:

CWMin Minimum Contention Window (milliseconds):
This value is input to the initial random

backoff wait time algorithm for retry of a data
frame transmission. The backoff wait time wil
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be generated between 0 and this value. If the
frame is not sent, the random backoff value i
doubled until the value rezhes the number
defined by CWMax (below). The CWMin valu
must be lower than the CWMax value. The
contention window scheme helps to avoid
frame collisions and determine priority of
frame transmission. A shorter window has a
higher probability (priority) ofransmission.

CWMax Maximum Contention Window (milliseconds);
This value is the upper limit to random
backoff value doubling (see above).

AIFSN Arbitration InterFrame Space (milliseconds):
Specifies additional time between when a
channel goes idle anithe AP/client sends
data frames. Traffic with a lower AIFSN value
has a higher priority.

TxOP Transmission Opportunity (milliseconds): The
maximum interval of time an AP/client can
transmit. This makes channel access more
efficiently prioritized. A valuef 0 means only
one frame per transmission. A greater value
effects higher priority.
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I\V-7. Local Settings

IV-7-1. Operation Mode

Set the operation mode of the access point. AP mode is a standalone access
point, AP controller mode acts as the dgsated master of the AP array, and
Managed AP mode acts as a slave AP within the AP array.

Operation Mode

Operation Mode AP Controller Mode v
[AP Mode |
|Managed AP mode | Apply || Cancel

IV-7-2. Network Settings

IV-7-2-1. System Information

~

¢CKS d{eaidsSyYy LYyTFT2NNIGA2YE¢ LI IS RAA&LX
access point.

Model WAP1750

Product Name APTADAIB0IECTA
Uptime 0 day 20:01:40
Boot from Internal memory
Version 0.5.12

MAC Address T4 DA 0IECA
Management VLAN ID 1

IP Address 192.168.222 220
Default Gateway 192.168.222.1
DNS

DHCP Server
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Wired LAN Port Settings

Wired LAN Port Status VLAN Mode/ID
Wired Port (#1) Connected (1000 Mbps Ful-Duplex ) Untagged Port / 1
Wired Port (#2) Disconnected (---) Untagged Port / 1

Wireless 2.4GHz

Status Enabled

MAC Address T4DAIE0IECA
Channel Ch & (Auto)
Transmit Power 100%

Wireless 2.4GHz /SSID

Authentication . . L Wireless Client
SSID Method Encryption Type VLAN ID Additional Authentication Isolation

AMPED_DMS_TEST WPAWPA2-PSK TKIP/AES Miced Mode 1 Mo additional authentication Disabled

Wireless 2.4GHz /'WDS Disabled

System

Model Displays the model number of the access
point.

Product Name Displays the product name for reference,
GKAOK O2yaraina 27F a!

Uptime Displays the total time since thaevice was
turned on.

Boot From Displays information for the booted
hardware, booted from either USB or intern;
memory.

Version Displayghe firmware version.

MAC Address Displayghel OO0Saa LI2AY(Qa

Management VLAN| Displaygshe management VLAN ID.
ID

IP Address Displays the IP address of thlisvice.Clck
GWSTFNBaKeé G2 dzLREGS

Default Displays the IP addresstbk default

Gateway gateway

DNS IP address of DNS (Domain Name Server)

DHCP Server IP address of DHCP Server.

Wired LAN Port Settings
Wired LAN Port Specifies which LAN port (1 2).
Status Displays the status of the specified LAN por

(connected or disconnected).
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VLAN Mode/ID

Displays the VLAN mode (tagged or untagg
and VLAN ID for the specified LAN port. Se
IV-6-1-3. VLAN

Wireless 2.4GHz (5GHz)

Status Displays the stais of the 2.4GHz or 5GHz
wireless (enabled or disabled).

MAC Address Displayghel OO0Saa LIR2AY(Qa

Channel Displays the channel number the specified

wireless frequency is using for broadcast.

Transmit Power

Displaygshe wireless radio transmipower
level as a percentage.

Wireless 2.4GHZ (5GHz) / SSID

SSID Displayghe SSID name(s) for the specified
frequency.

Authentication Displaygshe authentication method for the

Method specified SSID. SB&6. Wireless Settings

Encryption Type

Disphysthe encryption type for the specified
SSID. Sel%/-6. Wireless Settings

VLAN ID Displays the VLAN ID for the specified SSIL
SeelV-6-1-3. VLAN

Additional Displays the additional authentication type f

Authentication the specified SSID. SB£6. Wireless Settings

Wireless Client Displays whether wireless client isolation is

Isolation use for the specified SSID. 3¥&6-1-3. VLAN

Wireless 2.4GHZ (5GHz) / WDS Status

MAC Address

Displayghe peerl OOSaa LI2AVY I

Encryption Type

Digolays the encryption type for the specifie(
WDS SeelV-6-2-4. WDS

VLAN Mode/ID

Displays the VLAN ID for the specii@®S
SeelV-6-2-4. WDS

Refresh

Click to refresh all information.
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I\V-7-2-2. Wireless Clients

¢KS a2 ANBf Saa / ffanBafianabkout allwikekss BligmdsLIt | &
connected to the access point on the 2.4GHz or 5GHz frequency.

Refresh tim

Auto Refresh time */5 zeconds 1 second Disable

Manual Refresh Refresh

2.4GHz WLAN Client Table

Signal . Idle
(%) Time
1 AMPED_DMS_TEST F&:7B:8C:1F:2D:61 3.6 KBytes 7.6 MBytes 100 14 hours 29 min 30 secs 0 Amped Wireless

5GHz WLAN Client Table

Signal Connected Idle
(%) Time Time

551D MAC Address Tx Rx

551D MAC Address Tx Rx Vendor

Mo wireless client

Refresh time

Auto Refresh Time | Select a time interval for the client table list
automatically refresh.

Manual Refresh Click refresh to manually nefsh the client
table.

2.4GHz (5GHz) WLAN Client Table

SSID Displays the SSID which the client is
connected to.

MAC Address Displays the MAC address of the client,

TX Displays the total data packets transmitted
the specified client.

RX Displays tk total data packets received by
the specified client.

Signal (%) Displays the wireless signal strength for the

specified client.
Connected Time Displays the total time the wireless client ha
been connected to the access point.

Idle Time Client idle tme is the time for which the clier
has not transmitted any data packets i.e. is
idle.

Vendor ¢tKS OSYR2NJ 2F (KS Of

displayed here.
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IV-7-2-3. Wireless Monitor

Wireless Monitor is a tool built into the access point to scan anditapthe
adzNNRBRdzy RAYy3d gANBt Saa SYBANRBRYYSYyuod {
display a list of all SSIDs within range along with relevant details for each SSIL

Wireless Monitor

Site Survey * Wireless 2.4G/5G 246 5G Scan

Channel Survey result Expon

Wireless 2.4GHz ( 112 Accesspoints )

Ch SSID MAC Address Security Signal (%) Type Vendor

1 00:18:04:D3:4C:F0 WPRATPSKWPAZPSK /TKIPAES 84 bigin Meraki, Inc.

1 11111 00:AABB:02:01:E0 MONE 97 blg/in Unknown

1 13213136 26:0A:38:00:20:40 MOMNE 98 bigin Unknown

1 22222 02: A% BB:02:01:E0 MONE 96 big/in Unknown

1 EA3500-2.4G CED07:19:2C9F1F WPAZPSK/AES 100 blg/n Cisco Consumer Preducts, LLC

Wireless Monitor

SiteSurvey Select which frequency (or both) to scan, ar

Of AOY¢ G DIoSTAY D
Channel Survey l FGOSNI I a0y Aa 0O2Yl
Result the results to local storage.

Site Survey Results

Ch Displayghe channel number used by the
specified SSID.

SSID Displayghe SSID identified by the scan.

MAC Addres Displayghe MAC address of the wireless
router/access point for the specified SSID.

Security Displays the authentication/encryption type
of the specified SSID.

Signal (%) Displays the current signal strength of the
SSID.

Type Displays the 802.11 wikess networking
standard(s) of the specified SSID.

Vendor Displays the vendor of the wireless
router/access point for the specified SSID.
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IV-7-2-4. Log

The system log displays system operation information such as up time and
connection processes. Thigormation is useful for network administrators.

Q When the log is full, old entries are overwritten.

Jan 1 00:00:51 [SYSTEM]: WLAM[2.4G], Best channel selection start, switch to channel 6
Jan 1 00:00:47 [SYSTEM]: WLAM[2.4G], Best channel selection start, switch to channel &
Jan 1 00:00:15 [NMS]: start AP Centreller successfully

Jan 1 00:00:14 [NMS]: NMS versicn: 0.9.12.1

Jan 1 00:00:14 [SYSTEM]: Aute Pilet, Stopping

Jan 1 00:00:14 [SYSTEM]: FTP Server, start

Jan 1 00:00:14 [SYSTEM]: TELNETD, start Telnet-cli Server

Jan 1 00:00:14 [SYSTEM]: HTTPS, start

Jan 1 00:00:14 [SYSTEM]: HTTP, start

Jan 1 00:00:13 [SYSTEM]: LAN, Firewall Dis abled

Jan 1 00:00:13 [SYSTEM]: LAN, NAT Dis abled

Jan 1 00:00:13 [SYSTEM]: NET, Firewall Disabled

Jan 1 00:00:13 [SYSTEM]: NET, NAT Disabled

Jan 1 00:00:13 [SYSTEM]: LEDs, light on specific LEDs

Jan 1 00:00:11 [SYSTEM]: WLAN[5G], Channel = AutoSelect

Jan 1 00:00:11 [SYSTEM]: WLAN[S5G], Wireless Mode = 11ACVHTS0

Jan 1 00:00:03 [SYSTEM]: WLAM[2.4G], Channel = AutoSelect

Jan 1 00:00:03 [SYSTEM]: WLAN[2.4G], Wireless Mode = 11INGHT40MINUS
Jan 1 00:00:03 [SYSTEM]: LAN, IP address=192.168.222.220

Jan 1 00:00:03 [SYSTEM]: LAN, start

Jan 1 00:00:02 [SYSTEM]: Bridge, start

Jan 1 00:00:02 [SYSTEM]: Bridge, start

Jan 1 00:00:00 [SYSTEM]: S5, Medel Name: Wireless Gigabit Router

Jan 1 00:00:00 [SYSTEM]: S¥'S, Applicatien Version: 0.9.12

Jan 1 00:00:00 [SYSTEM]: BOOT, WAP1750

Save Clear Refresh

Save Click to save the log as a file on your local
computer.

Clear Clear all log entries.

Refresh Refresh the current log.
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The following informtaion/events are recorded by the log:

E USB
Mount & unmount
E Wireless Client
Connecte& disconnected
Key exchangsuccess & falil
E Authentication
Authentication fail oisuccessful
E Association
Success or fall
E WPS
M1 - M8 messages
WPS success
E Change Settings
E System Boot
Displaysurrent model name
E NTP Client
E Wired Link
LAN Port link status and speed status
E Proxy ARP
Proxy ARP module statstop
E Bridge
Bridge start& stop.
E SNMP
SNMP server sta& stop.
E HTTP
HTTP star& stop.
E HTTPS
HTTPS sta& stop.
E SSH
SSktlient ®rver start& stop.
E Telnet
Telnetclient erver start or stop.
E WLAN(2.4G
WLAN(2.4G]channel status andountry/region status
E WLAN(GG)
WLAN(5G) channel status andountry/r egion status
E ADT
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IV-7-3. Management

IV-7-3-1. Admin

You can changine password used to login to the browseased
configuration interface here. It is advised to do so for security purposes.

If you change the administrator password, please make a note
_of the new password. In the event that you forget this
A password and g unable to login to the browser based
configuration interface, sed¢V-7-4-4. Factory Defaulfior how to
reset the access point.

Account to Manage This Device

Administrator Name admin

----- 14-32 Characters )
Administrator Password
''''' ( Confirm)

Apply
Advanced Settings
Product Name APT4ADA3B03EC1A
HTTP
¥ HTTPS
Management Protocol #| TELMET
55H
SHMP
SNMP Version vilv2e v
SNMP Get Community public
SNMP Set Community private
SNMP Trap Dizabled ¥
SNMP Trap Community public
SNMP Trap Manager
Apply

Account to Manage This Device
Administrator {SG GKS | O00Saa LRAYI
Name This is used to log in to tH@owser based
configuration interface and must be between
4-16 alphanumeric characters (case sensitive
Administrator { SO GKS O00Saa LIRAY.Q
Password This is used to log in to the browser based
configuration interface and must deetween
4-32 alphanumeric characters (case sensitive
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Advanced Settings

Product Name Edit the product name according to your
preferenceconsisting ofl-32 alphanumeric
characters This name is used for reference

purposes.

Management Check/urtheck the boxes to enable/disable

Protocol specified management interfaces (see below
When SNMP is enabled, complete the SNMF
fields below.

SNMP Version Select SNMP version appropriate for your
SNMP manager.

SNMP Get Enter an SNMP Get Community naroe f
Community verification with the SNMP manager for
SNMPRGET requests.
SNMP Set Enter an SNMP Set Community name for
Community verification with the SNMP manager for
SNMPRSET requests.
SNMP Trap Enable or disable SNMP Trap to notify SNMF
manager of network errors.
SNMP Trap Enter an SNMP Trap Community name for
Community verification with the SNMP manager for
SNMPTRAP requests.
SNMP Trap Specify the IP address or sever nai2d 28
Manager alphanumeriacharacter$ of the SNMP
manager.
HTTP
Internet browser HTTiBrotocol management interface
HTTPS
Internet browser HTTPS protocol management interface
TELNET

Client terminal with telnet protocol management interface

SSH

Client terminal with SSH protocol version 1 or 2 management interface
SNMP

SimpleNetworkManagenent Protocol. SNMPv1, v2 & v3 protocol supported.
SNMPv2 can be used with community based authentication. SNMPv3 uses
userbased security model @) architecture.

I\V-7-3-2. Date and Time
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You can configure the time zone settings of your access point fibeedate
and time of the device can be configured manually or can be synchronized
with a time server.

Date and Time Settings

2012 v Year Jan ¥ Month 1 v Day
Local Time
0 v Hours 00 v Minutes 00 A Seconds

Acquire Current Time from Your PC

NTP Time Server

Use NTP Enable
Server Name

Update Interval 24 (Hours)

v

Time Zone (GMT-06:00) Central Time (US & Canada)

Date and Time Settings

Local Time {SG GKS | 0O0Saa LRAYI
using the drop down menus.

Acquire Current [Clickd ! Olj dzZA NB [/ dzNNBy i ¢
Time from your P( enter the required values automatically
 OO2NRAY3 (2 @&2dzNJ O2

date.

NTP Time Server

Use NTP The access poinalsosupports NTP (Network
Time Protocol) for automatic time and date
setup.

Saver Name Enterthe host name or IP address of thme

server if you wish

Update Interval | Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ regidh.
your country/region is not listed, please selec
another country/region whose time zone is th

Same as Yours.
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I\V-7-3-3. Syslog Server

The system log can be sent to a server, attached to USB storage or sent via
email.

Syslog Server Settings

Transfer Logs Enable Syslog Server

Copy Logs to Attached USE Device Enable

Syslog E-mail Settings

E-mail Logs L
E-mail Subject

SMTP Server Address

SMTP Server Port

Sender E-mail

Authentication SSL
[Disable |
SSL
Password I | TLS

Syslog Server Settings

Trarsfer Logs Check/uncheck the box to enable/disable t
use of a syslog server, and enter a host
name, domain or IP address for the server
consisting of up to 128 alphanumeric
characters.

Copy Logs to Check/uncheck the box to enable/disle
Attached USB Devicg copying logs to attached USB storage.

Syslog Email Settings
Email Logs Check/uncheck the box to enable/disable em;
logs. When enabled, the log will be emailed
according to the settings below.

Email Subject Enterthe subject line of the email whh will be
sent containing the log.

SMTP Server Specify the SMTP server address for the sen:
Address email account.

SMTP Server Port Specify the SMTP server port for the sender
email account.

Sender Email 9YIGSNI 6KS aSyRSNDa S
Receiver Emil Specify the email recipient of the log.
Authentication [{ St SO0 da5Aal 6f Sé€3X a{
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your email authentication.

Account When authentication is used above, enter the
account name.

Password When authentication is used above, enter the
password.

\V-7-3-4. LQY | SNB

The access point features a bdiitbuzzer which can sound on command
dzZaAy3d UKS aLQY | SNB¢ LI ISP ¢KAaAa Aa
engineers working in complex network environments to locate the access
point.

Duration of Sound 10 (1-300 seconds)

4h The buzzer is loud!

Duration of Sound | Set the duration for which the buzzer will
a2dzyR 6KSYy GKS a{ 2 d:
clicked.

Sound Buzzer Activate the buzzer sound for the above
specified duration of time.
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I\V-7-4. Advanced

Wi-Fi Multimedia (WNMJ) is a WAFi Alliance interoperability certification

based on the IEEE 802.11e standard, which provides Quality of Service (Qo0S)
features to IEE 802.11 networks. WMM prioritizes traffic according to four
categories: background, best effort, video and eoic

IV-7-4-1. LED Settings
¢tKS | O0Saa LRAYyIQa [95a4 OFy o6S YIyd
your preference.

LED Settings

Power LED * On Off
Diag LED * on Off

Power LED Select on or off.
Diag LED Select on or off.
I\V-7-4-2. Update Firmware

¢ KS & CA NI dlows3os to updafeS$he systefirmware to a more
recent versionUpdated firmware versions often offer increased performance
and security, as well as bug fix&su can download the latest firmware from

the Edimax website.

This firmware update is for an individual access point. To
A update firmware for multiple access points in the AP array, go
to NMS Setting#4 Firmware Upgrade.

*' afile on your PC
a file on an attached USB device (Mo USE device connected.)

Update firmware from PC

Firmware Update File Choose File | No file chosen

Update firmware from

Update
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A Do not switch off or disconnect the access point during a firmware
& upgrade, as this could damage the device.

Update Firmware |{ St SO0 Gl /EA 08 2x4) &
From from your local computer or from an
attached USB device.

Firmware Update File/ t A O1 d&. NRPgaSeé¢ G2 2
locate and select the firmware file in your
computer.

Update [ T A01 &' LRIFGSE G2 d
firmware file © your access point.
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I\V-7-4-3. Save/Restore Settings

The access poid { Sk wSaid?z2 Nﬁnal@leﬁ yoll tsgvab@ckup LI
thel OO0OS &aa LJ2 seffidgSha a file daNdUBlgtal computer or a USB
device attached to the access paiahd restae the access point to previously
saved settings.

]
=
m
o
w
-]
-
-
-]

Save/Restore Method

* Using your PC
Using your USE device (Mo USE device connected.)

Using Device

Save Settings to PC

)
-
o
w
e

Save Settings Encrypt the configuration file with a password.

Save

Restore Settings from PC

Choose File | Mo file chosen
Restore Settings
O pen file with password.

Restore

Save / Restore Settings

Using Device {SESO0 a! aay3a e&2dzN
LR2AYyGdQa aSdaAay3aa a2
an attached USB device.

Save Settings tBC

Save Settings [ £ A 01 &dvd setithgs adz new
window will open to specify a location to
save the settings file. You can also check t
GOYONRBLII GKS O2y TA13
LI 8a62NRE 062E |yR S
protect the file in the field underneath, if yo

wish.
RestoreSettings fronPC
Restore Settings Click the browse button to find a previously

savedsettingsfile on your computeythen
clicka w S & dodplBcé your current

settings.If your settings file is encrypted wit
I LI aag2NRI OKSOl
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pas 2NRé O02E | YR Syl
the field underneath.

I\V-7-4-4. Factory Default

If the access point malfunctions or is not responding, then it is recommended
that you reboot the devicg¢seelV-7-4-5.) or reset the device back to its

factory defaultsettings You can reset the access point back to its default
settings using this feature if the location of the access poinbtsconvenient

to access the reset button.

This will restore all settings to factory defaults.

Factory Default

Factory Default Clickda CI O G 2 NXBo réstore settirig<itd
the factory defaul. A popup window will
appear and ask you to confirm

A After resetting to factory defaults, please wait for the access
&% point to reset and restart.

I\V-7-4-5. Reboot

If the access point malfunctions or is not responding, then it is recommended
that youreboot the deviceor reset the access point back to its factory default
settings (sedV-7-4-4). You can reboot the access point remotely using this

feature.

This will reboot the product. Your settings will not be changed. Click "Reboot” to reboot the product now.

Reboot

Reboot ClickiwSo0220¢ G2 NBo22
countdown will indicate the progress of the
reboot.
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Edimax Pro NMS

I\V-8. Toolbox

IV-8-1. Network Connectivity

IV-8-1-1. Ping

Pingis acomputer networkadministrationutility used to test whether a
particular host is reachable across an IP network and to measure
the round-trip time for sent messages.

Destination Address Execute

Result

Destindion Address | Enter the address of the host.
Execute Click execute to ping the host.

IV-8-1-2. Trace Route

Tracerouteis a diagnostic tool for displaying the route (path) and measuring
transit delays of packets across an IP network.

Destination Address Execute

Result

Destination Addess | Enter the address of the host.
Execute Click execute to execute the traceroute
command.
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V.Appendix

V-1. Configuring your IP address

The access point uses the default IP addi€s5168.22. In order to access
the browser based configuration inface, you need to modify the IP address
of your computer to be in the same IP address subnet}9.168.2.x (x = 8
254).

The procedure fomodifying your IP addres&ries across different operating
systems; please follow the guide appropriate fouyoperating system

In the following examples we use the IP addr£82.168.2.1Ghough you can
use any IP address in the rant@2.168.2.x (x = 8 254).

L. LT &2dz OKIFIy3ISR UGKS 't /2yuNBffSND
ar gateway/router uses a DHCP server, @ns you enter the correct
Lt | RRNBaad wSTFSN) G2 &2dzNJ Il GSsl @&
O2YLJzi SNNRa Lt | RRNB&a& Ydzad o0S Ay
Controller.
If using a DHCP server on the network, it is advised to use your

5|/t ASNDSNDA lhedR dohtplRra statg IPF 2 2 A 3y
address.
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V-1-1. Windows XP

1.7t 201 GKS a{GF NI é 06 dzid 2 yieftéoknérofd K 2 dz
@ 2dzNJ O2 YLz SNV = uKSy Of A0l GKSyahF
LYGSNYSU /2yySOUAz2yEESAORYNE O AIOMR
doubleOt AO1 &[ 20Ft I NBI [/ 2yySOUAzZyé o
GAYR28 gAfft OUKSYy ILIISFNE Of AO1 at N

General | Authentication | Advanced
Connect using:

B8 AMD PCMET Farily PCI Ethernet Ad

Thiz connection uzes the following ikers:

v f:l Client for Microzoft Metworks
v S FI|E and Printer Shanng for Microzoft Metworks

e Proto IITI FAF]

Drescription

Tranzmizsion Control Protocal/lnternet Protocol. The default
wide area nebwark, protocal that provides communication
across diverse interconnected netwarks.

[ Show icon in natification area when connected
Motify e when this connection has limited or no connectivity

[ ok, H Cancel ]

2.{5t800 4!as (KS F2fft2¢Ay3a Lt F RRN

IP address192.168.2.10
Subnet Mask 255.255.255.0

w»
Pl
o;

/| £t A01 WYhYQ 6KSY FAYAAK
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Internet Protocol (TCP/IP) Properties

General |

You can get 1P settings azsigned automatically if your netwaork, supparts
thiz capability. Othenaize, you need to azk your nebwork. adminiztrator for
the appropriate [P settings.

i rnatically
(%) Uze the following IP address:

|P address: 192 168 . 2 . 10

Subnet mask: 286 0285 285 .0

Default gateway: v

Obtain OMS zerver addresz automatically

(%) Usze the following DMNS server addreszes;
FPreferred DMS zermver | . . . |

Alternate DNS server: | ) ) ) |

[ OF. H Cancel ]
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V-1-2. Windows Vista

1.7t 201 GKS a{GF NI é 06 dzid 2 yieftéoknérofd K 2 dz
@2dzNJ O2YLJzi SN GKSYy Of AO1 da/ 2y (NP
¢l alaéds 0KSYy ONIJ ON 2y S @ EoHBYOH S &g 21703
bSG62N] ¢ GKSYy aStSO0 dat NPLISNILASa&E
GAYR28 gAfft OKSY ILIISFNE aStSOi al
YR GKSYy Of A0l at NPLISNIAS&E D

.. Local Area Connection Properties X |

Networkingl

Connect using:

| &¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

V] 9% Client for Microsoft Networks
o= 205 Packet Scheduler

Install... instal <| Properties >

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancel |

2.{St800 4! as riRQNBEiits? dAKST Wty Ldzd

IP address192.168.2.10
Subnet Mask 255.255.255.0

/| T A0l WYhYQ 6KSY FTAYAAKSRO®
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Internet Protocol Version 4 (TCP/IPv4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

10

Subnet mask:

255.255.255. 0

Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Advanced...
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V-1-3. Windows 7

1/on1
& 2 dzNJ O2 Y LIz § NOINR{E K

&3

0dKS

Ve

Ga{arNIE o

Ve

dzij ( 2 yieft 6aknér ofa K 2 dz
A a/ 2

Ve

s
. - Getting Started
\_-‘, 3
@ Windows Media Center
Calculator
Sticky Notes

% Snipping Tool

ﬂé}; /) Paint

% Remote Desktop Connection

Q,‘ Magnifier

" 4 Solitaire

»  AllPrograms

Edimax

Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

I IS:‘ﬂrcr" programs and files

J&45 3 » Control Panel » nel

Adjust your computer’s settings

%

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing optigg

View devices and printers
Add a device

Programs

Uninstall a program

View by: Category v

User Accounts and Family Safety
&) Add or remove user accounts
@7 Set up parental controls for any user

8,

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

3./t Ar0]

[ 20} ¢

NEI [/ 2yySOUA2yé
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View your basic network information and set up connections

Lb’h /.R % %L} See full map

TS-WINT Home network Internet
(This computer)

View your active networks Connect or disconnect

Access type: Mo Internet access
Home network H a
omedroup:
I:ﬂl_/._/ Home network ) P

. [ Local Area Connection

4.7t A01 dat NPLISNIASaé o
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