securityhub

«Security Hub» (4G)

YCTpOWCTBO OKOHEYHOE 06 bEeKTOBOE

MacnopT

EAL

HacTosawmin ooKyMeHT npegHasHayveH ans nsyYeHust TexHuyec-
KMX XapaKTepUCTWK, KOMMIEKTaumum, yCnoBuii akcnnyaTauum u
rapaHTUMHbIX 00A3aTenbCTB Ha YCTPOWCTBO OKOHEYHOEe
obbekToBoe «Security Hub» (4g) (aanee YOO) (pucyHok 1).

MarotoButens octaensieT 3a cobon npaso 6e3 npepynpexae-
HWSi BHOCUTb U3MEHEHUS, CBSA3aHHbIE C COBEPLLUEHCTBOBAHNEM
nsgenua. Bce nsmeHeHus 6yaoyT BHECEHbI B HOBYHO pefakuuio
nacnopta Ha YOO.

NepeyeHb COKpaLLEHUN:

YOO — yCTpONCTBO OKOHEYHOE OOBLEK- =—X
ToBOe «Security Hub» (4g); =5
APM MUO - aBTOMaTM3npoBaHHOE

paboyee MecTO nynbTa LEHTpanunso-
BaHHOW OXpaHbl;

NAK, MAK Actpa — nporpammHo-
annapaTHblil  Komnnekc «AcTpa», co-
cTosAMA 13 cepBepa, OOBLEKTOBbIX
ycTporictB (Hanpumep, YOO), npodec-
CMOHAanbHOro nporpammMHoro obecne- L

yeHns ana APM TMUO wn nonb3oBa-
TENbKNX WHTEPHET-NPUMOXEHUA (MO-
OUnbHbIX, BED-NPUNOXEHNIA);

cuctema «Actpa-PU-M» — cucrema
6ecnpoBOAHON OXpaHHO-MOXapHOW curHanusauum «AcTpa-
PN-My;

AKB — akkymynatopHas 6atapes, yctaHoBneHHasi B YOO;
WC — wnend curHanusaumm.

PwucyHok 1

1 Ha3HauyeHwue

1.1 YOO npegHasHa4yeHO AOnsi opraHu3auuy OXpaHHOW, mno-
XXapHOWN, TPEBOXHOW, aBapuNHOM 1 ApYrux BUAOB CUrHanmsa-
LUun, a Takke KOMMOHEHTOB YMHOro AoMa Ha obObekTe B CO-
ctaBe MNAK Actpa.

1.2 YOO npegHasHa4yeHo ans:

— npuema wuHdopMaumm oT 0ObEeKToBbIX GecnpoBOAHbLIX
[aTynKoB No pagunokanany 433 My,

— KOHTPOINS COCTOSIHMS MPOBOAHBLIX AATYMKOB, MOAKMIOYEH-
HbIX K BXogam YOO,

— BbInonHeHus 0o 10 3agaHHbIX cLieHapueB paboTsl pene,

— obmMeHa gaHHbIMK Mexay OxpaHsieMblM OObEeKTOM U cep-
BEPOM 4epe3 kommepyeckue rpaxagaHckue cetn TCP/IP (k-
TepHeT) — coToBon paguocsasm LTE Cat Nb1 (NB-loT) un
npoBogHou cBs3n Ethernet B 3awmdposaHHOM BUae™.

2 OcHOBHble cBeAeHUA U 0COGEeHHOCTU

2.1 YOO obecneuvBaeT peructpauuio 1 06paboTKy COCTOAHMIA
32 6ecnpoBOAHbIX AAaTYUKOB cuctembl Actpa-PU-M, nmetomnx
dyHKuMo Beibopa paguokaHana (Rmod) n nutepsi (Lit)**.

2.2 YOO obecneunBaeT obmeH nHdopmaumvein ¢ APM MLO
N VHTEPHET-NPUIIOXEHUSAMU Yepes cepBep:

— MO npOBOAHOMY KaHany, 4epe3 pasbeM Tuna RJI45
(Ethernet 10 BASE-T) u ceTb npoBangepa,

— no becnpoBogHoMy kKaHany, depe3 SIM-kapty (NB-10T)
onepaTopoB COTOBOM cBsA3M cTaHaapTa LTE Cat Nbl.

OcHOBHbIM kaHanom obMeHa siBNsieTcst NPOBOAHOW, Aanee no
npuoputeTy cnegyet SIM.

2.3 Hactpoitka n obcnyxmsaHue YOO npousBoguTcs ¢ no-
mowbto APM MUO unu nHTEpHEeT-NPUNOXEHUA NO UHCTPYKLUK
nonb3oBatensi. MobunbHoe nNpUNoXeHWe ycTaHaBnMBaeTCs
M3 MarasumHa npuUroXeHnn**, nporpammHoe obecneyeHune
APM MAK «AcTpa» 3arpyxaetcs c caunTa
https://cloud.security-hub.ru/wiki.

2.4 BHewHee anektponuTaHne YOO ocylecTBnsieTcs Ot
Tpex He3aBMCUMbIX UCTOYHMKOB B N06OM KoMBUHaLMK:

— OT OCHOBHOIO WCTOYHMKA 3MEKTPONMTaHWs C HOMUHalb-
HbIM HanpsbkeHnem 12 B yepes knemmbl +12V-,

— OT pe3epBHOI0 UCTOYHMKA 3SMEKTPOMUTAHUS C HOMUHAIb-
HbIM HanpskeHnem 12 B yepes knemmsl +12VR-,

— ot 6biToBoM cetn 220 B 50 Ny yepes ceteBon agantep (B
KOMMMEKT NOCTaBkM He BxoauT) 1 nopT USB.

Ocyl.l.l,eCTBJ'IﬂeTCﬂ HenpepbIBHbIA KOHTPOSIb U OMOBELLEHME O
TeKyLeM COCTOAHUN SNEKTPOoNNTaHuA.

2.5 [Ons obecneyeHuss pe3epBMPOBAHUS 3NEKTPONUTAHMS
BHYTpM YOO wumeetca fepxaten 6atapen u pasbem Ansg
NOAKMNOYEHUs nNMTu-noHHon (Li-lon) AKB tunopasmepa 2/3 A
C HOMWHanbHbIM HanpsxeHnem 3,7 B, emkocTbio 600 nnm 700
MA/Y (B 3aBMCMMOCTM OT TEKYLLIEN KOMMIMIeKTaumm).
lMpumeyaHus

1 TllodknoyeHue AKB npouszsodumcsi HernocpedcmeeHHO
rneped rodayel Ha YOO eHewHezo numaHusi. TorbKo om
AKB 3anyck YOO Heg03MOXeH.

2 [Mpu nepexode YOO Ha numaHue om ecmpoeHHol AKbB:

- obecrieyusaemcs ¢853b MOsbLKO Mo 6ecrpo8odHOMY KaHay
LTE NB-10T (ces3b no nposodHoMy kaHarly obecrniedusaemcs
moribKo Npu Hanuyuu docmyna K UHmepHemy);

- He obecrieyusaemcsi nUMaHuUe rnoxapHbix MPO8OOHbLIX dam-
YUKOB8 U OXpaHHbIX npu cHssimol nepembidke F1 Ha nname
YOO, napamempei LLIC He kKoHmponupyrmcs 00 80CCMaHO8-
JIeHUs1 BHEWHe20 MUMaHusi.

3 YcmaHoseka nepembidyku F1 Ha nname YOO obecneqyusaem
pabomy oxpaHHbIX MPo8oOHbIx wineltiggoe om AKB, npu amom
OnuHa winetga domkHa bimb He 6oniee 10 m.

2.6 YOO umeeT BCTpoeHHblii Bxog Touch Memory (TM)
AN NOAKIOYEeHWs cunTbIBaTeNs KtoYel ctaHgapTa «iButton»
n/vnun knaenatypbl «Actpa-KTM-C». Kogbl TM pernctpupytoT-
ca n3 APM MNMLUO 1 nonb3oBaTenbCKMX NPUIOXEHWUN.

2.7 YOO uvmeeT [Ba BCTPOEHHbIX CUrHamnbHbIX perne
RELAY1, RELAY2 ¢ nporpaMMuMpyemMbiMU  pexumamu pabo-
Tbl. Pene HacTtpamBatotcs n3 APM TLUO wu uHTepHeT-
NPUNOXEHWIA.

2.8 YOO umeeT 4 napbl UHAMBUAYANbHO NPOrpamMMmpyeMbIX
knemm +CONX-, NO3BONSAOLLMX:

— B pexumMe BbixoAa «OTKPbITbIM Konnektop» CONx-
MOAKMNIOYNTL Harpysky (Hanpumep, onosewatens «Actpa-10
ucn. M2»), ana ynpaeneHus B py4HOM WIM aBTOMAaTU4eCcKOM
pexume (cxema nogknoyeHus 4). PexvnmMbl HacTpamBaroTcs ns
APM IMNMUO n MHTEPHET-NPUNOXKEHUN;

— B pexume Bxoga LUC «oxpaHHbINY», «TPEBOXHbIN» WK
«TEXHOJTIOTMYECKUI» NOAKITIOYNTL AAaTYMKU, MMEKLMe BbIXOM
TUMNa CyXOW KOHTaKkT u paboTatolmne Ha pasmbikaHue unv Ha
3amblkaHue (k knemmam +CONXx, 12V- unu 12VR-, cxema noa-
KrodeHns 1);

— B pexume Bxoga LUC «noxapHbIN» WM «MNOXapHbI C
OBOWMHON cpaboTkoM» NOAKMHYUTL OBYXMPOBOAHLIE LUNEndbI
CUrHanM3aumm C NOXapHbIMW daTyMkamu, nNUTalowMMmncsa no
wnendy (k knemmam +CONx, CONXx-, cxeMa nokmnoyeHus
2).

Cxembl nogkntoveHni npmeeaeHsl B Mpunoxenum 1.

* UugpposaHue rnpumeHsiemcsi ¢ Uefiblo 3auumel nepedagaembix
0aHHbIX OM HEeCaHKUUOHUPO8aHHO20 docmyra 6 epequc/ieHHbIX
KaHanax cesasu. LlugposarnbHbie hyHKUUU HEe Mo2ym bbimb U3MeHe-
Hbl N01b308aMeENEM POCMbIM CITOCOOOM.

** WHghopmayus pasmeujeHa Ha calime https://security-hub.ru



https://cloud.security-hub.ru/wiki
https://security-hub.ru/

2.9 YOO UMeeT  Tpm
(cm. Tabnnuy 1).

BCTPOEHHbIX UMHOUKaTopa

Tabnuua 1 — MHaukaums YOO

Q) NMATAHUE CocTosiHMe NUTaHusA

BHelwHee nuTaHue ecTb,

Fopur AKDB 3apsikeHa

BHelLHee nuTaHue oTCyT-
CTBYET, Nepexo Ha nuTa-
Hue oT AKB

BHelwHee nuTaHne oTcyT-
CTBYET, KPUTUYHBIN pa3psag
AKB (meHee 2 4 paboTbl)

Benbiwka 1 paz3B2,5¢

[lBOMHas BCnbILWKa
Kaxable 2,5 ¢

BHeluHee nuTaHne ecTb,
AKB oTcyTcTBYET nnm Tpe-
OyeT 3ameHbI

Bcnbiwka 1 pa3 B 0,7¢

BHeluHee nuTaHue ecTb,

Facker kaxaele 25¢ | o m sapsina AKB

@ PAONOCETbL/LUC CocTosiHne ob6bLekTa

Bcnbllwka 3eneHbIM
Kaxapble 2,5 ¢

[0TOB K NOCTAHOBKE Ha
oxpaHy

He roToB k nocTaHOBKe Ha
oxpaHy

Bcnbliwka KpacHbIM
Kaxable 2,5 ¢

[BoViHasA BCNbILLKA
KpacHbIM Kaxgple 2,5 ¢

HeucnpaBHOCTb Unu pas-
pag 6atapeun gatyuvka

Bcnbillka 3eneHbIiM
1pazB0,7c

OTtcyer BpeMeHU 3a4epPXKn
Ha BXO4 Unu Bbixoa

[opuT 3eneHbIn Bce pasgenbl Ha oxpaHe

Bcnbiwka KpacHbIM

1paze 0,7 c TpeBora B pasgene

OxuagaHue aencTeuns
none3oBatens (qobaene-
HUS JaTymKa Unu Kno4a
TM B namatb YOO)

MepekntoyerHne
3eneHbIN-KpacHbIN
(He 6onee 60 c)

He roput JatynkoB B namsaTn HET
CocTosiHMe cBsi3n C
& | cBA3b
cepBepom
[opuT 3eneHbIN EcTb cBA3b

MwuraeTt 3eneHbim MNepenada gaHHbIX

Bcnbliwka KpacHbIM
Kaxable 2,5 ¢

[NpoBoaHoOM kaHan
He[oCTyNeH

[BoiHasA BCnbILLKA

KPACHBIM Kaxabie 2,5 ¢ GSM kaHan HegoCTyneH

['opuT KpacHbIN CBs3b HegoCTynHa

2.10 YOO pa3spaboTaH Ansi yCTAHOBKM Mofib3oBaTeniem 6e3
JanbHenwen cyuecTBEHHON NoAAEePKKU NOCTaBLUMKOM (Npo-
n3soguTenem).

3 TexHuU4YecKune XapakTepPUCTUKU

TexHnyeckue napameTpbl pagMoKkaHana

Pab6oyas yactota, M ....coooevvviveveeeeeeee, 433,42 (nuTtepa «1»)
Paguyc nenctemsa Ha npsAMon BUANMOCTU, M™™ ................. 100

*** Paduyc delicmeusi 8 3Ha4umesibHOl cmerneHu 3a8ucum om KOH-
CMpPyKMUBHbIX 0CObeHHOCMeU MoMeweHuUs, MoMexoe8ol 06cmaHo8KuU.
MakcumarnbHble napamempbl danbHocmu obecriequsaromces npu
8bIMOIHEHUU HausyHwux ycrosuli ycmaHosku YOO u usgeuwamerns.

O6wue TeXxHUYeckne napameTpbl

MuTtaHue oT BHelHero ucto4Huka 12 B:
- HanpsiXXeHne oCHOBHOrO (knemmbl +12V-) n pesepBHoOro

(knemmbl +12VR-) nutanus, B...........ccoceeee. ot 10,2 oo 13,8
- MaKCMMarbHbIA TOK NOTPEDNEHNS, MA ........coviviiieeeeeeis 300
- HOMMHanbHbIA TOK NOTpebneHus, MA, He Gonee ............. 150

CeTeBoe HanpsikeHne, B............cccceeeeve,
MoTpebnaemas mowHoOCTb, BT, He 6onee

MutaHune ot nopta USB:

- HaNpsXeHWe OCHOBHOMO NUTaHus, B ..., 5+5%
- MaKCMMarbHbIA TOK NOTPEOBNEHUS, MA ........ccvvvieeeeeeees 500
- HOMMHanbHbIA TOK NOTpebneHus, MA, He Gonee ............. 200
Mutanue ot AKB:

- HanpsbkeHne nuTaHna oT AKB, B, o1 3,3004,2
- Bpemsi pabotbl oT AKB, u,

- nopor nepegayun nHgpopmauum o paspsge AKb, B ... 3,5
- Bpems 3apsifa NosiHOCTbIO pa3psKeHHOM

DaTapeu, U, HE BOMEE ......cccueiiiiiieiiiiiieie e 10
Bpemsi TeXHMYeCKom roTOBHOCTH, C, He Boree...................... 60
Pene 1, Pene 2 (knemmbl RELAY 1, RELAY 2):

- MakcuMarbHOE HanpsXXeHne Harpyskn, B ...........ccccceeeeee 100
- MaKCUMarnbHbIA TOK HAIPY3KU, A.....cceiiiiiieeeeeiiiiiiieeeee e 0,1

Knemmbl + CONx- (x =1, 2, 3, 4):

MapamMeTpbl B pexume BbIXoAa «OTKPbITbIA KOMNNEKTop»
(knemmbl CONXx-):
- MakcuMaribHOE HarnpsXeHne Harpysku, B ...........ccccceeeeee. 24
- MaKCUMarnbHbIN TOK HAMPY3KM, A.....ccevviieeeeeeiiiiiiieeeeee e 0,25
MapameTpbl B pexume Bxoga LUC (knemmbl +CONx, 12V-
unun 12VR- ana oxpaHHoro/TexHonorunyeckoro WC, knemmbl
+CONXx- ansa noxapHoro LUC):
- HanpshKeHWe Ha KneMmMax B AeXypHOM pexumve, B:

-ApU IMTaHMM 12 B.... 0o19,300124

- npu nuTaHum 5 B ...0T13,81004,0
- Tok Ha knemmax LUC ans nutaHusa
[ATUYUKOB, MA, HE DOJSIEE ... 3
- TOK KOPOTKOro 3aMblkaHusl, MA, He Gonee:

SAPU MMTAHUM 12 B 24

SAPUMMTAHUM S B oo 10
- Bpemsi nHTerpmpoBanust LUC, MC ......ccccceeeeiiiiiiiieeeen, 40110
- conpoTueneHune nposopgos LLC, Om, He Gonee ................ 220
- COMPOTUBIIEHNE YTEYKM MEXOY NPOBOAAMU UM
KakablM npoBoaom un «3emnen», KOM, He MeHee ................ 50
ConpoTuBneHne**** oxpaHHoro/TexHonornyeckoro LLC,
KOM, B COCTOSIHUMU:
= CHOPMA ... or3p05
- KHapYLUEHMEY ..o ot 0 go 3 unn 6onee 5
ConpoTuBneHne**** noxapHoro LLC, kOM, B cOCTOSIHUM:
- CHOPMAY oo, or3005
- «HapyweHne» ..........ccccoevviiiiieenenn, or1,5003nor5m012
- «HencnpaBHOCTLY ..ccceeeeeeeeeeeeeeceee, ot 0 go 1,5 n 6onee 12
ConpoTuBneHue**** noxapHoro LLIC ¢ aoBoMHOM cpaboTKoM,
KOM, B COCTOSIHUMU:
- qHOPMAY oo, or3005
- «HapyweHne» .........cccccoevviiiiiennenn, otr0po1,5mnor5mo012
- «BHUMaHue» (c peauctopom RA00G) ........ceeeeen.ee. or1,5003
SR (17 Tl nToT= =12 (o oa 15 Gonee 12
Bxopg Touch Memory (knemmbi +TM-)
MakcumanbHas gnvHa NMHUKM MHTEPENCa, M ......ccccuuennnee. 15
abapuTHble pa3mepbl, MM, He Boree................ 136 x 86 x 38
Macca 6e3 AKB, K, HE BOMEE..........ovveeeiieiiiieeeeeeeeiinn, 0,14
YcnoBua akcnnyatauum
OnanasoH Temnepatyp, °C......ccoceviieeeiiiineennns oT-10 g0 + 50
OTHoCUTENBbHAasA BNaXHOCTb
BO3AYXA, Y0 vveeeirreeeinieee e [0 98 npu+40°C

6e3 KoHAeHcauuy Braru

**** [onycmumbll pa3bpoc 3HayeHull cornpomusrneHusi He 6onee
10%, Ons 3HavyeHusi 12 kKOm — He bornee + 2kOm.
Penaxkuus SH-4Gps-vl_1



4 KomMmnnekTHOCTb

yCTpOVICTBO OKOHe4yHoe 06bekToBoe

«Security HUD» (4Q)....uuueeiieaiiiiii e 1 wr.
AkkymynstopHas 6atapes 2/3 A (Li-lon),

3.7B, 600 (700) MA™....cccvviviiiieiiiienne 1 wr. (yctaHoBNeHa)
Pe3nctop C1-4-0,25-3,9 KOME5% .....coovvvveerieeciiiiiiieneen, 4 wr.
CeTEBOM QAAMNTEP ..oeeiieiriiieieeeeeeiiiirer e e e e e et e e e e e e e e saeraees 1 wr.
Kabernb USB 2.0 AM-BM ......ccccoiiiiiiiiiiieeeiiee e 1 wr.
MaTy-kopa UTP

BuHT 3%30 ..............

Oiobenb 6x30..........

TTACTIOPT ..ottt e

5 MapkupoBka

Ha aTtnkeTke, npukneeHHown k kopnycy YOO, ykasaHbi:
- TOBapHbIV 3HaK NPeanpUATUA-N3roTOBUTENS;

- COKpaLlleHHoe HaumeHoBaHue YOO;

- Bepcus nporpaMMHoro obecneveHus;

- AaTa U3roTOBMNEHUS;

- 3HaK COOTBETCTBUS;

- CEPUIHbIN 3aBOACKOM HOMEP;

- WTPUX-KOA, ByOGNMpyoLmMI TEKCTOBYIO MHGOPMaLMIO.

6 CooTBeTCTBME CTaHAapTam

6.1 YOO no cnoco®y 3awuTbl 4enoBeka OT MOpaKeHus
3MEKTPUYECKUM TOKOM OTHOCUTCS K knaccy 3awmutbl 0 no
FOCT IEC 60335-1-2015.

6.2 KoHcTpykTMBHOE ucnonHeHne YOO obGecnedvBaeT ero
noxapHyto 6esonacHoctb no NOCT IEC 60065-2013 B aBa-
PUIAHOM pexume paboTbl ¥ NPU HapyLLEHUWM NPaBuI 3KCnsya-
Taumn.

6.3 KoHcTpykumsa YOO obecneuvBaeT CTenNeHb 3aluUThl
obonoukon IP31 no FOCT 14254-2015.

6.4 OJnekTpuyeckas U30NAUMA MeXay KnemMmMamu MuTaHus
M KNeMMamu pene, C HOMUHanbHbIM HanpsbkeHnem o 72 B
ynosnetsopsieT TpeboBaHuam FTOCT P 52931-2008.
6.5 OnekTpuyeckoe CONPOTMBMEHUE  U30MSALUU
KnemMmamu  nuUTaHuss U KnemMMmamu — pene
cteyetr [OCT P 52931-2008.

6.6 WHaoycTpuanbHble paguonomexu, cosgaBaemble YOO,
cootBetcTtBytoT FOCT P 50009-2000 pgns  TexXHUYECKMX
cpeacTs, MPUMEHSIEMbIX B XKMIbIX, KOMMEPYECKMX WU NpOu3-
BOACTBEHHbIX 30HaxX C ManbIM 3HepronoTpebneHmem.

6.7 [Ona npumeHeHnss YOO He TpebyeTcs monyveHus pas-
peLleHusi Ha BbldeneHne YactoTbl (cornacHo MpunoxeHuto 2 k
peweHuio FKPY Ne 07-20-03-001 ot 7 masi 2007 r.)

mexay
cooTBeT-

Mpopaxa u Texnoagaepxka
000 «Teko — ToproBbi AOM»
420138, r. KasaHb,

Mpocnekt Mobeapl, A.19
E-mail: support@teko.biz

Web: security-hub.ru

7 YTunusauuna

7.1 YOO He npefctaBnsieT onacHOCTb AN XU3HW, 340POBbS
noaen 1 okpyxatoLLen cpebl, NOCne OKOHYaHUS CpoKa CryX-
Obl ero ytunusaums npoussogutcsa 6e3 nNpuHATUS cneumanb-
HbIX MEp 3aLluUThbl OKpYXKatoLLen cpeapl.

7.2 Yminusaumio AKB npousBoguTb nytem 6e3BO3Me3aHOWN
CAayv B TOPTyIOLLYI0 OpraHM3aLuio, CEPBUCHbIV LIEHTP, NPou3-
BOAMTENO 060pYyaOBaHUSA NN OpraHU3aLmio, 3aHUMaloLLYHCS
nprmemMomM oTpaboTaHHbIX 31IEMEHTOB NUTaHWA 1 6aTapen.

8 lapaHTuu usroroButens

8.1 Cwucrema MeHeXMeHTa kayecTBa cepTuduLmMpoBaHa Ha
cootBeTtctBre FOCT P NCO 9001.

8.2 WaroTtoButens rapaHTupyet cootBeTcTBUE YOO TEXHW4e-
CKUM ycCrnoBuAM npu cobnogeHun notpebutenem ycrosuii
TPaHCNOPTUPOBAHUS, XPaHEHUS, MOHTaXa W1 aKCnnyaTauumn.
8.3 lMapaHTWIHBIN CPOK XpaHeHus — 5 neT 6 mecaueB ¢ Aathbl
N3roToBMEHUs.

8.4 T[apaHTMMHBIN CPOK IKCNNyaTaumum — 5 neT co AHS BBOAA
B 9KCMsyaTaumio, Ho He Bonee 5 net 6mecsiLeB ¢ AaTbl U3ro-
TOBMEHWS.

8.5 WNarotoButenb 06s3aH Npon3BoaUTL PEMOHT NMbO 3ame-
HATb YOO B TeYeHne rapaHTUAHOro cpoka.

8.6 [apaHTua He BCTynaeT B CUIY B CreAyLNX Criyyasix:

- HecobnoageHue TpeboBaHun HCTpyKLUMM Nonb3oBaTens;

- MexaHuyeckoe nospexaeHve YOO,

- peMoHT YOO gpyrvm nuuom, Kpome U3roToBuTens.

8.7 TlapaHTUsa pacnpocTtpaHsieTcss Torbko Ha YOO. Ha Bce
obopynoBaHue Apyrux npou3BoauTenei, MCnonb3ylolleecs
coBMecTHO ¢ YOO, pacnpocTpaHsiloTca UX cobCTBEHHbIE ra-
paHTuK. [apaHTus He pacnpocTpaHAETCa Ha akKyMyIATOPHbIE
b6atapen, coeguHuTenbHble kabenw, wcnonb3yloLmMecs Cco-
BMecTHoO ¢ YOO.

UsrotoButenb He HeceT OTBETCTBEHHOCTU 3a nrbGoun
yuwiep6, HaHeCeHHbIW 340pOBbLIO, UMyllecTBy nubo
Apyrne crnyvyauHble WU nNpeAHamMepeHHble noTepw,
NpsAAMblé WM  KOCBEHHble YObITKM, OCHOBaHHble Ha
3asiBNIeHMM nonb3oBatensi, 4to YOO He BbINOMAHUN
cBoux (pyHKUMIA, NMOO B pe3ynbTaTe HENPaBUITLHOIO UC-
nonbL30BaHUsA, BbiXoAa U3 CTPOSA MNM BPEeMEHHOW Hepa-
6oTocnoco6HocTH YOO.

FapaHTUiNHOE o6CcnyxnBaHue
3A0 «HTU «TEKO»

420108, r. KasaHb,

yn. ladpypn, a.71, a/a 87
E-mail: otk@teko.biz

Web: www.teko.biz

CpenaHo B Poccum.

Penaxuus SH-4Gps-vl_1



MpunoxeHwue 1
Cxembl noagkntoyeHun kK YOO «Security Hub» (49)

1) MopknioyeHue LUC OXpPaHHOro, TPeBOXXHOIro NI TeXHoONnorn4eckoro

Llenb E1
+CON1 I' — I' <
\ R
\ E2 oK E1 - pgaTyuk ¢ HOpMarbHO-3aMKHYTbIMW KOHTaKTamMu
(oxpaHHbIN, TPEBOXHbBIV, TEXHONOMMYECKNIN)
Lens - E2 - partyuk ¢ HopMarnbHO-Pa3OMKHYTbIMU KOHTaKTaMm (OX-
12V o PV paHHbIN, Tp(i:BO)KHbIM, TEXHOMOrNYECKNin)
12V DC 10,5- 13,6 V Rok — okoHeuHbl peanctop 3,9 KOm

2) MopkntoyeHune LUC noxapHoro

D X X10 | [Rok
CONXx-
+CONXx
Llenb X1...X10 — aKTMBHbIVA AATYUK (NOXaPHbIA AbIMOBOI)
-12V BrewwHnn PUMN Rok — OKOHeMHbIN peancTtop 3,9 kKOMm
+12V DC10,5-13,6 V

3) MopknioyeHune LUC noxapHOro ¢ ABOMHOW cpabGoTKomn

™ X1 X10
enb
Rok
3 Rpo6 y . .

CONx a RAob X1...X10 — aKTMBHbIV OATYUK (NOXaPHbIA ObIMOBOM)

+CONx T Rpo6 — [,o06aBOYHEIN pe3ncTop, HOMUHaN KOTOPOro Ao-
XXEH PeKOMEeHA0BaTbCA MHCTPYKLMEN Ha BbiOpaH-

Liens HbI AaT4mk (Hambonee yacTo npumeHsemMbin 1,5 -

-12v BHeLwuHuin PUM 2,0 KOm)

12V DC 115- 13,6 V Rok — OKOHeYHbIN pesucTtop 3,9 KOm

4) MNopgknioyeHne cBETOBOro (Masik) U 3ByKOBOFO (CMpeHa) onoBeLleHus

DC po 24V DC po24V

iy ll+
) §

Y
-12V
IEF - 1],
CON2- HA1 HL1 HA1 - 3BykoBOW onoBeLyaTesnb
N - HL1 - cBeToBOW onoBeLlaTenb
+CON2
CON1-

5) MopknioueHne cumTbiBaTensa knto4ven Touch Memory n uHaukartopa cuutbiBatens TM

DC5+24V

Llenb +l l'
s
-TM Lenb ‘?ﬂ D1 Rorp BapuaHT ¢ BHeLHUM
- CONx- = nuTaHem
+CONXx
W D2
_K_l BapuaHT ¢ nuTaHvem ot
Hevcnonb3yemoro +CONXx

K1 — cyutbiBaTENb Touch memory unu nHown 12v |
TexHonorun ¢ obecrneyeHvem Bblaaun uHgopmauumn I—I
06 nageHTndukatope B popmare Dallas 1990A

D1,D2 - wnHpukaTop cuuTbiBaTENs Krtoden TM

4 Penaxkuus SH-4Gps-vl_1



